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Operating Instructions

Introduction

Thank you for purchasing the Panasonic Network Camera Management System.

Before using
Please read the Important Safety Instructions on page 4 before using.
Read and understand all instructions.

For Operation Assistance
e Call 1-800-272-7033

¢ See the Panasonic web site http://www.panasonic.com

System Requirements

Item Description

Operating System (IPv6) Windows® XP

Operating System (IPv4) Windows® XP, Windows® 2000, Windows® Me, Windows® 98SE

Interface 10/100 Mbps network card installed
Memory Over 64 MB
Protocol TCP/IP protocol
Web Browser Internet Explorer 6.0 or later
Note

If you have any inquiries regarding your PC, contact your PC dealer.

Compatible cameras Indoor type

(Customer-provided) : KX-HCM8

(as of Nov. 2004) KX-HCM10
KX-HCM250
KX-HCM280
BB-HCM311A
BL-C10A
BL-C30A

Outdoor type
KX-HCM230
KX-HCM270
BB-HCM331A
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Abbreviations

e UPnP is the abbreviation for Universal Plug and Play.
¢ CATV modems and ADSL modems are referred to as modems in this manual.
¢ Network cameras are referred to as cameras in this manual.

Trademarks
e Ethernetis a registered trademark of Xerox Corporation in the United States and/or other
countries.

* Microsoft, MSN, Windows and DirectX are either registered trademarks or trademarks of Microsoft
Corporation in the United States and/or other countries.

e Screen shots reprinted with permission from Microsoft Corporation.
¢ All other trademarks identified herein are the property of their respective owners.

Network Camera Management System Memo

1
: Attach your purchase receipt here. 1
1

For your future reference

Date of purchase

Serial Number MAC Address

Name and address of dealer

[For assistance, please call: 1-800-272-7033]
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IMPORTANT SAFETY INSTRUCTIONS

When using this product, basic safety precautions should always be followed to reduce the risk of fire,
electric shock, or personal injury.

Read and understand all instructions.
Keep these instructions.
Heed all warnings.

Follow all instructions.

aRhowb=

Do notinstall this product near any heat sources such as radiators, heat registers, stoves, or other
apparatus (including amplifiers) that produce heat.

o

Protect the AC adaptor cord and AC cord from being walked on or pinched particularly at plugs,
convenience receptacles, and the point where they exit from this product.

7. The AC cord is used as the main disconnect device, ensure that the AC outlet is located/installed
near the product and is easily accessible.

8. Use only the included Panasonic AC adaptor and AC cord.

9. The AC adaptor must remain connected at all times. (It is normal for the adaptor to feel warm
during use.)

10. To prevent the risk of fire or electrical shock, do not expose this product to rain or any type of
moisture.

11. Do not touch the product or the AC adaptor and AC cord during lightning storms.
12. Unplug this product when unused for a long period of time.

13. Refer all servicing to qualified service personnel. Servicing is required when this product has
been damaged in any way, such as when the AC adaptor, AC cord or plug is damaged, this
product does not operate normally, or it has been dropped.

SAVE THESE INSTRUCTIONS
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1 Product Introduction

1.1 Main Features

This product is a Network Camera Management System with the following features:

jonpoid

H IPv6 Compatible

This product is compatible with IPv6, the next generation of Internet protocol. There are a number of
merits to this, such as, abundant global addresses and security improvement through using IPsec.
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B Camera Privacy Protection with VPN

This product is compatible with PPTP (IPv4) and IPsec (IPv6) for VPN. Security is ensured by
encrypting all camera and PC data connected to this product before it is sent.

M High speed wireless LAN for IEEE 802.11b/g

802.11g has 2 modes: 1. the 802.11g only mode, and 2. the 802.11g and 802.11b simultaneous mode.
Also, the wireless LAN function can be suspended.

The numbers displayed are a theoretical maximum for the standard wireless LAN, and not
necessarily the speed when data is actually sent.

H High speed throughput

Maximum WAN - LAN wired connection speeds of 98 Mbps (IPv4/SmartBits), 77 Mbps (IPv6é/
SmartBits), and 16 Mbps (FTP[PPTP]).

H Automatic Setup

By using this product with Panasonic's network camera (Customer-provided), the camera's automatic
registration function can automatically set up wireless security (encryption WEP setup etc.) and
camera network related settings. (port forwarding setup etc.)

Bl Camera Portal

By using this product with Panasonic's network camera (Customer-provided), the camera portal can
list up to 16 camera names and their still images on a monitoring screen. Also, the camera portal page
is set up automatically.

H Cell Phone Camera Portal

Create a portal page to access your cameras easily from a cell phone. Cameras on location can be
added automatically, and remote cameras can also be added.

B Camera Status Notification
This product can send an E-mail to your PC or mobile phone, if a camera disconnection is detected.

Note

* LAN <Local Area Network>: A computer network limited to the immediate area, usually the same
building or floor of a building. LAN IP addresses, a.k.a "local IP address" typically begin with
192.168.XXX.XXX.

* WAN <Wide Area Network>: A computer network that spans a relatively large geographical area and
usually includes Internet access. In this manual "WAN" refers to your Local Area Network connected
to this device as well as Internet access provided by your local Internet Service Provider (ISP).

[For assistance, please call: 1-800-272-7033] 7
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1.2 Included Accessories
The following items are provided with this product. Additional pieces can be ordered by calling 1-800-
332-5368.
Main unit ... 1pc. | AC adaptor........ccceevenene 1pc. | ACcord ...ocovvrneeennnnn. 1 pc.
(Cord length: approx. 3m (9.8 | (Cord length: approx. 1.8 m
feet)) (5.9 feet))

Order No. PQLV202Y

Order No. PSJA1069Z

Ethernet® cable (category 5

(Cable length: approx. 1 m
(1.1 yards))
Order No. PQJA10138Z

straight cable)................. 1 pc.

Stand ...coooeeiiiee, 1 pc.

CD-ROM......cocvvrieeienn 1 pc.
(Operating Instructions etc.)
Order No. PSQX3487ZCD

e Warranty - 1 pc.

¢ Installation/Troubleshooting - 1 pc.

Accessories to be Provided by Customer
¢ Ethernet Cable (category 5 straight cable) - 1 pc.

¢ Network Camera
e PC
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1.3 Feature Locations
1.3.1 Front View

jonpoid
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POWER Indicator
(see page 10)

WAN Indicator WIRELESS Indicator
(see page 10) (see page 10)
PPPoE Indicator LAN1-LAN4 Indicators

(see page 10) (see page 10)
1.3.2 Rear View

Diversity Antenna

The antenna rotates 100 degrees
clockwise and counterclockwise,
200 degrees in total.

K
N
DC IN Jack AL
(see Installation/Troubleshooting) ‘\ —
LAN1-LAN4 Jacks — g

(see Installation/Troubleshooting) .
100° X 100
WAN Jack
(see Installation/Troubleshooting)
FACTORY DEFAULT RESET Button
(see page 109)

[For assistance, please call: 1-800-272-7033] 9
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1.3.3 Indicators
Indicators Light Color Description
POWER ] This product is turned on.
Green
|:| There is a problem with this product.
Red (Blinking) | Remove the AC cord from the outlet, and insert again.
o The firmware is damaged.
Green Download a firmware file (see page 31 - Installation/
(Blinking) Troubleshooting).
WAN O This product is successfully connected to a modem or an
Green Ethernet hub etc.
|:| This product is connected and sending or receiving data.
Green
(Blinking)
LAN1—LAN4 O This product is successfully connected to a PC or Ethernet
Green hub.
|:| This product is sending or receiving data.
Green
(Blinking)
WIRELESS ] This product is successfully connected to a wireless device.
Green
|:| This product is sending or receiving data in a wireless LAN.
Green
(Blinking)
O This product is not connected to a wireless device.
Orange
O The communication mode is set to disabled, and the wireless
No light LAN is not being used. (see page 47)
PPPoE |:| PPPoE connection is in progress.
Green
(Blinking)
O PPPoE connection is complete.
Green
O A PPPoE authentication error has occurred.
Orange

10
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2  Accessing This Product

2.1 Functions
211 Top Page

The top page allows you to select the Setup page or Camera Portal page.
The Camera Portal page displays the images of the camera connected to this product.

1. Enter "http://bbhgw.webpage:8080" into the P ——
web broyvser's address bar. (The default port Aot Comera Shamement Sy
number is 8080.) prme
. . Please enter the user name and password.
* The user name and password window is ’ -
displayed. T 3 >
1] 0
Hew UserMame (3 to 15 characters) | /] 0
Mew Password (6 to 15 characters) | h m
Retype new password |— a %
Note: (1);]:5:5|;5m:w:ﬂ:i;:::mdmz&qmdmaﬂcessSzmppages Q 5'
(2)0mly alphamumeric characters, and not [Space], ['],[],[£],[<] and [=] canbe : Q
‘nseel for tha user neas and password 0
~p

(3Enter between 6 and 15 oase-sensitive chaeters
(4/The password ared vser name should be different
(5)Change your passwond segularly.

Save Reset

2. Enter New User Name, New Password, and
Retype New Password and click [Save].

* The top page is displayed.

Notes

e ltis important to always use your user name and password for authentication when using
this product.

* Access information (user name/password), this product's setup information, application
setup information, logs and other system management information is the responsibility of
the customer. Access to this information should be limited to users or user groups, and third
parties should not be allowed to refer to, modify, delete or copy this information. Information
such as user name, password, setup and management information should be kept
confidential.

[For assistance, please call: 1-800-272-7033] 11
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Network Camera Management System BB-HGW700

Setup (see page 13) m Settép pages allow you to control all features of this
product.

Camera Portal Carnera Portal allows srou to access to the careras
registered to this product.

(see page 17) Mote: When using the Carnera Portal, please make
sure to check the secunty settings.
Click here to check them.

Notes

In the default settings, it is possible to display the top page by entering "http://192.168.0.254:8080"
into the web browser's address bar.

When accessing Setup from the top page, an authentication window is displayed (after starting the
web browser, first time only). Log in by entering your user name and password and clicking [OK].
In order to view the camera images on the Camera Portal page of this product, it is necessary to
have completed a connection with a compatible camera (Customer-provided). See the camera's

Operating Instructions for more details.

If the top page is not displayed...

Confirm that "http://bbhgw.webpage:8080" is entered correctly in the address bar (the
default port number is 8080). If the address is correct and the top page is still not displayed
enter "http://192.168.0.254:8080".

Confirm that the LAN indicator corresponding to the jack connected to this product is on.
Confirm that the this product's power was turned on before the PC's power was.
Sometimes it is necessary to set up the web browser's proxy server to access the top page
(see page 122).
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2.1.2 Setup

This page allows you to set up an IPv4 Internet connection using your PC's web browser.
The heading selected on the menu page is displayed on the main page.
The help page describes the operations of each heading.

Panasonic ISP Registration

Het

Clicking the Register/Edit button allows you to register a new ISP or to modify
the configuration of a registered ISF. Clicking Connection WMode on the left
Menu allows you to change the connection mode or desired ISP.

®
9 Note: The settings are managed i connection with each ISP Marme.
e Up to 4 I5Ps can he registered.
@
~
3>
® o 9
® Q
@ Hkieokkk | Satic Reglster,fEdlt | Enable Delete | .s 8
g 2 Mo Entry Fegister/Edit | Delete | g Q.
3 Mo Entry Fegister/Edit | Delete | < tg
4 NoEntry  Register/Edit | Delete | 9..
@)
Click here to switch to other I5Ps.
@ When the Status field indicates "Dissble", confirm whether the Intermet connection mode is correctly selected.
&
Maintenance
@
@9
@,
@@
@9
9
)
%
®
|
Main
@ Top: Displays the top page. (see page 11)
@ Setup: Displays the setup page. It is possible to set up all operations from
this page. (see this page)
@ IPv6 Setup: Displays the IPv6 setup page. (see page 16)
@ Camera Portal: Allows you to view images from the camera registered on this
product. (see page 17)
Basic Setup
@ ISP Registration: Basic setup to connect to the Internet. (see page 21)
@ Connection Mode: Sets the connecting ISP. (see page 37)

[For assistance, please call: 1-800-272-7033] 13
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(7) Camera:

Wireless:

(9) Viewnetcam.com:

Advanced Setup

Address Translation:

(1) Security:
(12) Options:

(3 VPN (PPTP):

Applications:

Maintenance

(15 Password:

Update Firmware™:
(7) Save Settings:
Restart:

Factory Default:

¢0) PPPoE Connection:

@1) Ping:

Information

22) Status:

@3) Log:

(¢4) Support:

Performs automatic camera registration setup and manual
registration adding and deletion. (see page 39)

Sets up wireless LAN motion mode and wireless security. (see page
47)

Sets up Viewnetcam.com. (see page 55)

Translates both the global address on the WAN side (Internet) and
private address on the LAN side, and also performs setup to access
this product's network from an Internet terminal. (see page 57)

Allows you to set up filtering, and control access to this product at
the touch of a button, and automatically saves a log. (see page 63)

Sets up access on the LAN side, and also connection to the Internet.
(see page 74)

By setting a user name and password, this product allows you to
create a VPN (Virtual Private Network) using PPTP (Point-to-Point
Tunneling Protocol). (see page 85)

This function allows you to register, execute and delete applications
for use with this product. (see page 91)

Modifies the user name and password to access the setup page.
(see page 94)

Updates to the latest version of firmware. (see page 95)
Saves and loads settings. (see page 97)
Restarts this product. (see page 98)

Initializes this product. The settings are returned to the factory
default. (see pages 98 and 109)

Manually starts or stops the PPPoE connection to the ISP. (see page
99)

Checks that each device with an IP address is connected. (see page
101)

Displays information such as connection status. (see page 102)

Displays Filtering Log, UPnP Log (general), UPnP Log (CP),
Connection Log, Viewnetcam.com Log, VPN (PPTP) Connection
Log, VPN(IPsec) Connection Log, and Mail Transmission Log. (see
page 105)

Product and support information can be found on the Internet. (see
page 108)
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@ Help: Explains about commands and functions on the setup pages. (see
page 108)

To download the latest version of the firmware from Panasonic's support website, it is necessary
to connect to the Internet.

v

buissado

S,
ml
3
Q
c
2}
~

[For assistance, please call: 1-800-272-7033] 15



Operating Instructions

2.1.3 IPv6 Setup

This page allows you to set up an IPv6 Internet connection using your PC's web browser.
The heading selected on the menu page is displayed on the main page.
The Help page describes the operations of each heading.

Panasonic IPv6 ISP Registration

Clicking the Register/Edit button allows you to register a new ISP or to modify
configuration of a registered ISP.

MNote: The settings are managed in connection with each ISP Name.
Up to 4 [5Ps can be registered.

IPv6 ISP Registration List

B Gtod ReglsterfEdlt | Delete |
2 Register/Edit | Delete |
3 Register/Edit | Delete |
4 Register/Edit | Delete |

Click here to switch to other ISP.
When the Status field indicates "Dissble”, confirm whether the Internet connection mode is correctly selected.

Information

Menu Main
@ IPv6 ISP Registration: IPv6 basic setup to connect to the Internet. (see page 29)
@ IPv6 Security: Allows you to set up IPv6 filtering, and control access to this

(3) IPv6 Options:

(4) VPN(IPsec):

(5) VPN(IPsec) Connection:

16

product at the touch of button, and automatically saves a log. (see
page 69)

Sets up access on the LAN side, and various other IPv6 options.
(see page 82)

By registering a security policy database, this product allows you to
create a VPN (Virtual Private Network) using IPsec. (see page 87)

Manually starts or stops the IPsec connection. (see page 100)
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2.1.4 Camera Portal

This product has a built in web server function. Camera Portal allows you to list up to 16 cameras
names and their still images.

Viewing Camera Images from the LAN (Home) Side

It is possible to view camera images by accessing the camera portal.

1.
2.

Start the web browser.

Enter "http://bbhgw.webpage:port number"
into the web browser's address bar.

(e.g. http://bbhgw.webpage:80

The default port number is 80. If the port
number is 80, there is no need to enter it.)
The camera portal is displayed.

By clicking on the still image, a single
moving image can be displayed.

Notes

If an exclamation mark is displayed, click it
and the camera's password window is
displayed. Perform the settings on each
page. Setting Allow Access from the
Internet to Enable, displays the camera
images on the Camera Portal over the
Internet. Setting Disable only displays the
cameraimages on the Camera Portal when
accessing from the LAN side.

(It is displayed when a factory default
camera is connected.)

If a key mark is displayed, click it and enter
that camera's user name and password.
(If camera authentication has been set up,
the key mark will be displayed.)

A blue unmarked window is displayed when
the camera is outside operation time. If a
blue unmarked window is displayed even
when the camera is operating, click
[Refresh Camera].

(The blue unmarked window may be
displayed when authentication is being
confirmed.)

Camera Portal

Refresh Gamera

g

Cam01

v

[For assistance, please call: 1-800-272-7033]
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If the camera and this product are
disconnected while sending or receiving
data, a key mark (when camera
authentication is set up) or a blue
unmarked window is displayed. In this
case, after checking that the camera's
power supply and connections are correctly
inserted, click [Refresh Camera].

3. Click the camera frame you want to access. o — T iR

If an authentication window is displayed,
enter the camera's user name and
password. Then the camera image is
displayed.

Output Plesse click here when gray color screen displayed

i, please cick here
(supportfechricsoundnd

Notes

When refreshing the camera portal, click [Refresh Camera] on the Camera Portal page.
After entering the camera's user name and password and displaying the camera image
once, the camera image will be displayed on the camera portal without the key mark. When
displaying other pages such as setup, the key mark will return, but by clicking it, the camera
image will be displayed without the authentication window.

Sometimes a camera image on the Camera Portal may not open when clicked, due to a
popup blocker.

Privacy and Image Right

When installing and using this camera, it is the customers responsibility to not infringe on
privacy or copyright rules and regulations.

Itis generally accepted that "Privacy is the legal right to not have one's private life displayed
in public, and the right to have control over one's own personal information. Image right is
the right to not have portraits or photographic images of one's self created by a stranger or
displayed in public".

When camera images are not displayed on the camera portal...

Check that the WAN indicator and the LAN indicator corresponding to the jack
connected to this product is on.

Sometimes it is necessary to set up the web browser's proxy server to access the
camera portal (see page 122).

Check that the power supply was turned on in the following order: modem, this
product, PC.

When a camera name, an X mark, a blue unmarked window, or a white page is
displayed on the camera portal, click [Refresh Cameral.

When an exclamation mark is displayed on the camera portal, click it. The camera's
password window is displayed.
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Viewing Camera Images from the WAN (Internet) Side

This function allows you to view camera images by accessing the camera portal from the WAN side.
Note
To view camera images from the Internet, it is necessary to connect this product to your modem
and have an Internet subscription. Regarding how to connect to the Internet see Installation/
Troubleshooting and Using the Functions (see page 21 onwards).

1. Start the web browser.

2. Enter "http:// IP address(WAN) or URL : port Comera Portal T
number" into the web browser's address bar.
* (e.g. http:/10.75.68.251:80
http://www.example.com:80
The default port number is 80. If the port
number is 80, there is no need to enter it.)

v

Notes
* |tis possible to check the status of the IP address (WAN) on the setup pages. (see page 102)

* When using this product with a service that is not a static IP service, the IP address
changes. It is recommended that you use the Viewnetcam.com service. (see page 55)

3. Press [Enter].

e The camera portal is displayed.

Notes

* |n order to open an IPv6 camera with an
IPv6 address using the Camera Portal, first,
register the camera's IPv6 address with an
IPv6 compatible DDNS service (e.g.
Viewnetcam.com). Then, register the
camera manually on this product (see page
43), and set it on the Camera Portal.

* In order to use IPv6 your local network,
your ISP must support IPv6. Please contact
your local network administrator or ISP if
you have any questions.

buissado
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e If an exclamation mark is displayed, click it
and the camera's password window is
displayed. Perform the settings on each
page. Setting Allow Access from the
Internet to Enable, displays the camera
images on the Camera Portal over the
Internet. Setting Disable only displays the
cameraimages on the Camera Portal when
accessing from the LAN side.

(It is displayed when a factory default
camera is connected.)

* If akey mark is displayed, click it and enter
that camera's user name and password.
(If camera authentication has been set up,
the key mark will be displayed.)

[For assistance, please call: 1-800-272-7033] 19
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* Ablue unmarked window is displayed when
the camera is outside operation time. If a
blue unmarked window is displayed even
when the camera is operating, click
[Refresh Camera].

(The blue unmarked window may be
displayed when authentication is being
confirmed.)

e If the camera and this product are
disconnected while sending or receiving
data, a key mark (when camera
authentication is set up) or a blue
unmarked window is displayed. In this
case, after checking that the camera's
power supply and connections are correctly
inserted, click [Refresh Camera].

4. Click the camera frame you want to access. o S Networkarmers
e If an authentication window is displayed, saan @)
enter the camera's user name and :
password. Then the camera image is
displayed.

0000
5 6.7 8
| ptarmd_|
| pgarmz |

Brightress

EEIEN

Output Please click here when grav color screen displaved

o, please click here:
echricisouny

If the camera portal is not displayed...

e Check that "http:// IP address(WAN) or URL : port number" was entered correctly
into the address bar.

e Sometimes it is necessary to set up the web browser's proxy server to access the
website. (see page 122)

* When a camera name, an X mark, or a white page is displayed on the camera portal,
click [Refresh Cameral.

Notes

e All user information (video images, still images, Internet contents etc.) is the responsibility
of the customer. Access to this information should be limited to users or user groups, and
third parties should not be allowed to refer to, modify, delete or copy this information.

e When changing the setup of the camera or camera portal, see Using Camera. (see page 39)

* Sometimes a camera image on the Camera Portal may not open when clicked, due to a
popup blocker.

Privacy and Image Right

When installing and using this camera, it is the customers responsibility not to infringe on

privacy or copyright rules and regulations.
Itis generally accepted that "Privacy is the legal right not to have one's private life displayed
in public, and the right to have control over one's own personal information. Image right is
the right to not have portraits or photographic images of one's self created by a stranger or
displayed in public".
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3 Functions

3.1 Using the Functions

3.1.1  Registering ISPs

The ISP registration page allows you to register new
ISPs (see page 22) for this product, edit them, and
delete them (see page 28). Internet connection
methods vary according to the ISP. Select a
connection method referring to the ISP's setup ? N Entry |
information. NoEatry  Pegister/Edit :

ISP Registration List
[ o, lISP Mame] Mode | _Register/Edit _Status] _Delete |

1 kbR K Static Register/Ecit |Enable De\etel

Register/Edit Delete |

[~

Delete |

=

Mo Entry Register/Ecit Delete |

Consult with your contracted ISP about which connection type to use, or about your service or contract.

Data Entry Field

Connection Type Description

PPPoOE (see page 22)
e |SP Name
¢ User Name/Password

It is necessary to enter the following data when using
PPPoE connection. Enter the user name and
password referring to the ISP's setup information.

Service Name
Access Concentrator Name
DNS Server 1/DNS Server 2
Domain Name

Enter the service name, access concentrator name
DNS server 1, DNS server 2, and/or domain name if
specified by the ISP.

DHCP (see page 24)

When the ISP is using a DHCP server, setup entry is

ISP Name not essentially necessary. However, sometimes it is
Device Name necessary to enter the device name, gateway, DNS
Gateway server 1, DNS server 2, and/or domain name. Enter

DNS Server 1/DNS Server 2
Domain Name

them referring to your ISP's setup information.
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Static (see page 26)

Enter the IP address, subnet mask, gateway, DNS

ISP Name server 1, and DNS server 2 specified by the ISP. Enter
IP Address the domain name if specified by the ISP.

Subnet Mask

Gateway

DNS Server 1/DNS Server 2
Domain Name

If it is not necessary to enter information into the data entry field, leave it blank.

[For assistance, please call: 1-800-272-7033]
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PPPoE Connection
Follow the steps below to set up PPPoE connection.

Private address
192.168.0.2

ISP "
." Modem >
The ISP assigns an IP address
by PPPoE connection.

Private address
192.168.0.1

1. Select [ISP Registration].

2. Click [Register/Edit] on the ISP registration list.
Cuarrent

Connection Type

3. Select PPPOE.

DHZP

Static

22
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Enter ISP Name.

e Enter no more than 20 characters. In the
example right, "abcde" has been entered.

Enter User Name and Password, and if
specified by the ISP, enter Service Name,
Access Concentrator Name, DNS Server 1, 2,
and/or Domain Name.

e See the ISP's setup information. To return
to the original settings, click [Cancel].

When setup is complete, click [Save and Go to
Connection Mode].

* The connection mode page is displayed.
Select the ISP entered in step 4.

When setup is complete, click [Save].
¢ The entered information is saved.

Note

When saving, do not cut the power supply. If cut, saving might not be completed successfully.

When [Restart] is displayed on the setup page,
click it.

Restart the PC.

e Check that the PC is connected to the
Internet. (see page 36)

Notes

ISP Name Give a nickname to the ISP,
(Within 20 alpha-numerical
chatactets)
abcde]
Provider Entry

Ifrequested by your ISP, you need to enter the following

T3P Name

UserName

Password

parameters.

Service Name

Aceess Concentrator

DNS Server 1

DNS Server2

Domain Name

Save and Go to Connection Mode

Cancel | Back

Internet connection mode
Connection Mode  DHCP/Static ' PPPoFE

ISP Selection

Comnnection Type ISP Selection
FFFcE Disahle 'I
[P Disahle =

Sawve | Cancel |
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New settings are saved.

Itis necessary to restart this product to complete the setting,
If you want to restart later, click the restart button on the restart page
If you want to restart it immediately, click the restart button below

Restart

* When registering or editing, restart all PCs connected to the LAN (home) side.
* When adding more PCs after setup has been completed, connect the new PCs to jacks

LAN1 to LAN4 and then restart.

* When instructed by your ISP, change the MTU value. When not instructed, leave it as the

default (1492). (see page 77)

[For assistance, please call: 1-800-272-7033]
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DHCP Connection (Internet Connection using a DHCP Server)

Follow the steps below to set up DHCP connection, where an IP address is automatically allocated by

the ISP.

ISP

‘ / \
a5

The ISP's DHCP Server
assigns an |IP address.

Modem

1. Select [ISP Registration].

2. Click [Register/Edit] on the ISP registration list.

3. Select DHCP.

4. Enter ISP Name.

e Enter no more than 20 characters. In the
example right, "abcde" has been entered.

5. If specified by the ISP, enter Device Name®,
Gateway, DNS Server 1, 2, and/or Domain
Name.

e See the ISP's setup information. To return
to the original settings, click [Cancel].

The device name is sometimes said by the

ISP to be the ID entered into the PC's

Computer Name entry field.

*

Private address
192.168.0.2

)

Private address
192.168.0.1

Connection Type

FPFoE

Static

ISP Name Give a nickname to the [3P.
(Within 20 alpha numerical
characters)

ISP Mame abede|

Ifrequested by your ISP, you need to enter the following

parameters.

Device Name

Gateway

DN Server 1

DNS Server 2

Daotnain Name

Save and Go to Connection Made Cancel | Back
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8. When setup ls complete,clok [Save and Go to
. Internet connection mode
Connection Mode].

Connection Mode & DHCP/Static ¢ PPPoE

ISP Selection

Connection Type ISP Selection

* The connection mode page is displayed.

7. Select the ISP entered in step 4.

8. When setup is complete, click [Save]. DHCF/Static ==
Disabl
¢ The entered information is saved. 7

TPt

Save | Cancel |

Note
When saving, do not cut the power supply. If cut, saving might not be completed successfully.

9. When [Restart] is displayed on the setup page,

click it. q
New settings are saved.
1 0 . Restart the PC It is necessary to restart this product to complete the setting
If you want to restart later, click the restart button on the restart page
L4 CheCk that the PC is connected to the If you want to restart it immediately, click the restart button below,

Internet. (see page 36)

Restart

Notes
* When registering or editing, restart all PCs connected to the LAN (home) side.

* When adding more PCs after setup has been completed, connect the new PCs to jacks
LAN1 to LAN4 and then restart.
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[For assistance, please call: 1-800-272-7033] 25
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Static Connection (Internet Connection using a Static IP Address)

It may be necessary, if you are instructed by the ISP, to enter the value of the IP address or gateway
address into setup information.

ISP _;,"
‘ Modem

j /V Static IP Address

Private address
192.168.0.2

An IP address is set based
on information from the ISP.

Private address
192.168.0.1

1. Select [ISP Registration].
2. Click [Register/Edit] on the ISP registration list.

3. Select Static. Connection Type

FFPoE

DHCF

26



Operating Instructions

10

Enter ISP Name.

e Enter no more than 20 characters. In the
example right, "abcde" has been entered.

Enter the IP Address, Subnet Mask, Gateway
and DNS server 1, 2, and if specified by the
ISP, enter the Domain Name.

* See the ISP's setup information. To return
to the original settings, click [Cancel].

When setup is complete, click [Save and Go to
Connection Mode].

* The connection mode page is displayed.
Select the ISP entered in step 4.

When setup is complete, click [Save].
e The entered information is saved.

Note

When saving, do not cut the power supply. If cut, saving might not be completed successfully.

When [Restart] is displayed on the setup page,
click it.

Restart the PC.

* Check that the PC is connected to the
Internet. (see page 36)

Notes

ISP Name Give a picknams to the ISP
(Within 20 alpha-numetical
characters)
abcde|
Provider Entry

IP Address

[3P Name

Subnet Mask

Gateway

DNS Server 1

DNS Server2

Ifrequested by your ISP, you need to enter the following

parameters.

Domain Name

Seve and Go to Cannection Mode |

Cancel | Back

Internet connection mode
Connection Mode % DHCP/Static T PFPoE

ISP Selection

Connection Type ISP Selection
DHCF/Static ekl vl
Disahle

TPt

Save | Cancel |
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New settings are saved.

It is necessary to restart this product to complete the setting
If you want to restart later, click the restart button on the restart page
If you want to restart it immediately, click the restart button below

Restart

* When registering or editing, restart all PCs connected to the LAN (home) side.
* When adding more PCs after setup has been completed, connect the new PCs to jacks

LAN1 to LAN4 and then restart.

[For assistance, please call: 1-800-272-7033]
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ISP Deletion
Follow the steps below to delete ISPs from the ISP registration list/IPv6 ISP Registration List.

1. Click [Delete] on the row of the ISP you want to
delete.

* The ISP deletion confirmation window is ;
. 1 abcde Static Register/Edit | Enable Delete |
displayed. , " _
o Entry Register/Edit | Delete |
3 No Entry Fegister/Edit | Delete |
4 No Entry Register/Edit | Delete |

¢ To cancel the deletion click [No]. Delete [SF Information
“es | Mo |

3. When|[Restart]is displayed on the setup page,
click it.

New settings are saved.

Itis necessary to restart this product to complete the setting
If you want to restart later, click the restart button on the restart page
If you want to restart it immediately, click the restart button below,

Restart

28



Operating Instructions

3.1.2 Registering IPv6 ISPs

This heading is only displayed when IPv6 Setup is
selected on the menu. On the IPv6 ISP Registration
List it is possible to register, edit and delete IPv6 ISPs
to connect to this product. Methods of connection to
the IPv6 network are different depending on the ISP.
Select a connection type referring to information from
your ISP.

IP%6 ISP Registration List

Register Elt
1 Fegister/Edit | Delete |
2 Fegister/Edit | Delete |
3 Fegister/Edit | Delete |
4 Fegister/Edit | Delete |

Consult with your contracted ISP about which IPv6 connection type to use, or about your service or

contract.

Data Entry Field

Connection Type

Description

Tunneling (see page 30)

e |SP Name

¢ Destination IP Address

e Prefix(LAN)

e |Pv6 DNS Server 1/
IPv6 DNS Server 2

¢ |Pv6 Address(WAN)

Enter the Destination IP Address and Prefix(LAN)
specified by the ISP. Enter the IPv6 DNS Server 1,
IPv6 DNS Server 2, and/or IPv6 Address(WAN) if
specified by the ISP.

6to4 (see page 32)
e |SP Name
e Destination IP Address

6to4 is a connection mode being used experimentally
to verify the mutual connectivity of IPv4 and IPv6.

Static v6 (see page 34)

e |SP Name

e |Pv6 address(WAN)

e Prefix(LAN)

¢ |Pv6 Default Gateway

e |Pv6 DNS Server 1/
IPv6 DNS Server 2

¢ Domain Name

Enter the IPv6 Address(WAN), Prefix(LAN), IPv6
Default Gateway, IPv6 DNS Server 1, and IPv6 DNS
Server2 specified by the ISP. Enter Domain Name if
specified by the ISP.
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If it is not necessary to enter information into the data entry field, leave it blank.

What is IPv6?
e |Pv6 is short for "Internet Protocol Version 6".

¢ |Pv6 was created to address the additional IP addresses that will be needed as the Internet

continues to expand.

* |Pv6 is expected to gradually replace IPv4, with the 2 coexisting for a number of years during a

transition period.

e Though most ISPs (Internet Service Providers) do not yet support IPv6, many local networks
already use it. When your ISP supports IPv6, your Panasonic Network Camera Management

System will be ready!

e For more information you wish to visit http://www.ipv6.org/.

[For assistance, please call: 1-800-272-7033] 29
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Tunneling Connection

It is possible to encapsulate IPv6 packets with IPv4 packets and perform IPv6 communication on a
IPv4 network. Take the following steps to set up tunneling connection.

[

1. Select [IPv6 ISP Registration].

Current Status

2. Click [Register/Edit] on the IPv6 ISP
registration list.

3. Select Tunneling.

atod
Static v
4. Enter ISP Name.
ISP, (Within 20 clpha-
e Enter no more than 20 characters. In the 15P Mame [ooeas] | nemeieldhedas
example right, "abcde" has been entered.
. . Destination [P Address —
5. Enter the Destination IP Address and

Prefix(LAN), and if specified by the ISP, enter

the IPv6 DNS Server 1, IPv6 DNS Server 2, FuohidLAI) T
and/or IPv6 Address(WAN).

e See the ISP's setup information. To return  EEEEES

Ifrequested by your ISP, you need to enter the following

to the original settings, click [Cancel]. Eenesed
IPvi DN Server 2
——
TPv6 Address(WAL) . l_
Save and Go 1o Cannection Moda Cancel | Back

6. When setup is complete, click [Save and Go to
Connection Mode].

e The connection mode page is displayed.
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7 Selecttne ISP entred nstep 4
nternet connection mode

Connection Mode ' DHCP/Static { PPPoE

ISP Selection

Connection Type ISP Selection

DHCP/Static I abcde

IPv6 ID\sab\e 'I

Save Cancel

8. When setup is complete, click [Save].
* The entered information is saved.

Note
When saving do not cut the power supply. If cut, saving might not be completed successfully.

9. When[Restart]is displayed on the setup page,

click it. q
New settings are saved.
1 0 . Restart the PC It is necessary to restart this product to complete the setting
If you want to restart later, click the restart button on the restart page
[ Check that the PC iS connected to the If you want to restart it immediately, click the restart button below,

Internet. (see page 36)

Restart

Notes
* When registering or editing, restart all PCs connected to the LAN (home) side.

* When adding more PCs after setup has been completed, connect the new PCs to jacks
LAN1 to LAN4 and then restart.
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6to4 Connection

6to4 is a type of tunnel connection which can be used experimentally. 6to4 encapsulates IPv6 packets
with IPv4 packets, and connects to the IPv6 network through the 6to4 relay router. It is not necessary
to subscribe to an ISP for this type of connection. Take the following steps to set up 6to4 connection.

1.
2.

Select [IPv6 ISP Registration].
Connection Type | Current Status

Click [Register/Edit] on the IPv6 ISP

registration list. Tunneling
Select 6to4.
Static wH
Enter ISP Name.
ISP, (Within 20 alpha-
* Enter no more than 20 characters. In the 5P Heme el

example right, "abcde" has been entered.

. . Destination [P Address |
Set the destination router's IPv4 Address.

* To return to the original settings, click
[Cancel].

Save and Ga 1o Cannection Mode | cancel | Back

Note

Set a public 6to4 relay router IP address for the destination IP address. The 6to4 relay router
is made public and can search the Internet.

When setup is complete, click [Save and Go to
Connection Mode].

e The connection mode page is displayed.

Selet e P ertered i st 4
nternet connection mode

When setup is complete, click [Save]. Clmmilisl (0 DECREn ) FEP

+ The entered nformation s saved:

Connection Type ISP Selection

DHCP/Static I abcde  »

IPv6 ID\sab\e 'I

Save Cancel

Notes

* When saving, do not cut the power supply. If cut, saving might not be completed
successfully.

¢ You must set an IPv4 ISP.

* The WAN side IPv6 global address may change when the WAN side IPv4 global address is
changed, because 6to4 connection is dependent upon the IPv4 global address.
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9. When [Restart] is displayed on the setup page,

click it.
New settings are saved.
1 0 . Restart the PC It is necessary to restart this product to complete the setting,
If you want to restart later, click the restart button on the restart page
e Check that the PC is connected to the If you want to restart it immediately, click the restart button below,
Internet. (see page 36)
Restart

Notes
* When registering or editing, restart all PCs connected to the LAN (home) side.

* When adding more PCs after setup has been completed, connect the new PCs to jacks
LAN1 to LAN4 and then restart.
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Static v6 Connection

This function allows you to communicate directly using IPv6. To set up static v6 connection, take the
following steps.

IPv6 Network

1. Select [IPv6 ISP Registration].
Connection Type | Current Status

2. Click [Register/Edit] on the IPv6 ISP
registration list. Tunneling

3. Select Static v6.
ftod

4. Enter ISP Name.
ISP, (Within 20 alpha-
¢ Enter no more than 20 characters. In the EPas oed ]
example right, "abcde" has been entered.
IPv6 ISP Registration
.
5. Enter the IPv6 Address(WAN), Prefix(LAN), TOSERED |
IPv6 Default Gateway, IPv6 DNS Server 1, and —,
IPv6 DNS Server2, and if specified by the ISP, ™" r—
enter the Domain Name. TPy Default Gateway
e See the ISP's setup information. To return  rwomsseve: —
to the original settings, click [Cancel]. B —
If requested by your ISP, you need to enter the following
parameters.
Domain Nate li
Save and Go to Cannection Mode | Cancel | Back

6. When setup is complete, click [Save and Go to
R nternet connection mode
Connection Mode].

ConnectionMode & DHCP/Static ¢ PPPoE

ISP Selection

Connection Type ISP Selection

DHCP/Static [abede =]

e The connection mode page is displayed.

7. Select the ISP entered in step 4.

IPvd ID\sab\e 'I

Save Cancel
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8. When setup is complete, click [Save].
¢ The entered information is saved.

Note
When saving, do not cut the power supply. If cut, saving might not be completed successfully.

9. When|[Restart]is displayed on the setup page,

click it. .
New settings are saved.
1 0 . Restart the PC. It iz necessary to restart this product to complete the setting
If you want to restart later, click the restart button on the restart page
° CheCk that the PC is connected to the If you want to restart it immediately, click the restart button below,

Internet. (see page 36)

Restart

Notes
* When registering or editing, restart all PCs connected to the LAN (home) side.

* When adding more PCs after setup has been completed, connect the new PCs to jacks
LAN1 to LAN4 and then restart.

* For deleting IPv6 ISPs, see page 28.
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3.1.3 Confirming Connection to the Internet

Confirming Connection

After the setup for Internet connection is complete, try to access a website. If the website is displayed,
you have successfully connected to the Internet.

1. Start the web browser.

2. Enter awebsite address into the web browser's
address bar
(e.g. http://www.panasonic.com), and press
[Enter].

* The website is displayed.

When a website is not displayed...

e Check that the website address was entered correctly in the web browser's address bar.

e Check that the WAN and LAN indicators corresponding to the WAN and LAN jacks
connected to this product are on.

e Check that the power supply was turned on in the following order: modem, this product,
PC.

e Sometimes it is necessary to set up the web browser's proxy server to access a website
(see page 122).
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3.1.4 Managing the Connection Mode

The connection mode page allows you to switch between registered ISPs. On the connection mode
page, connecting ISPs which have been registered, can be selected from the LAN (Home) side to the
WAN (Internet) side.

The two types of connection mode for ISPs connecting to the WAN (Internet) side are [DHCP/Static]
and [PPPoE].

Setting up the DHCP/Static Connection Mode to the WAN (Internet)
Side

1. Ciick Connecton Mode on the menu page.

* The connection mode page is displayed. oYt (6 Rt ® FE

2. Confirm that DHCP/Static is selected as the ISP Selection
connection mode.
e ltis checked as factory default.

Connection Type ISP Selection

DHCP/Gtatic I Disable VI

3. Select the ISP on the ISP selection dropdown
list. IP¥6 [Disanle =]

Sawve Cancel

4. Click [Save]. gn

e When setup is complete, the restart Mew settings are saved. =
WlndOW 1S dlSpIayed. It is necessary to restart this product to complete the setting, 2

If you want to restart later, click the restart button on the restart page. —y

i I you want to restart it immediately, click the restart button below. °

5. Click [Restart]. S
Restart u)

Data Entry Field
ISP Selection Select only one ISP to use. It is possible to select an IPv6 ISP if one is

registered.

[For assistance, please call: 1-800-272-7033] 37
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Setting up the PPPoE Connection Mode to the WAN (Internet) Side

1.

5.

Click Connection Mode on the menu page.

* The connection mode page is displayed.

Select PPPoE as the connection mode.
e |SP Selection is modified.

Select the ISP on the ISP selection dropdown

list.

Click [Save].
e When setup is complete, the restart
window is displayed.

Click [Restart].

Data Entry Field

Internet connection mode

" DHCP/Static  PPRoE

ISP Selection

Connection Mode

Connection Type ISP Selection
FFFoE ID\sabIe 'I
[Pvh ID\sabIE =

Save Cancel

New settings are saved.

Tt is necessary to restart this product to complete the setting
I you want to restart later, click the restart button on the restart page.
I you want to restart it immediately, click the restart button below.

Restart

ISP Selection

Select only one ISP to use.
registered.

It is possible to select an IPv6 ISP if one is
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3.1.5 Using Camera

The camera page allows you to set up cameras connected to this product.

Usually it is not necessary to set up a camera because the automatic registration function of
Panasonic's Network Cameras sets up the camera name, port number, and IP address automatically.
When changing a camera name, follow the steps on page 42 - changing the setup of automatically
registered cameras. Also, when manually setting up a camera network, register cameras by following
the steps in additional camera registration.

Automatic Setup

Automatic Setup

& Enable © Disable

--[[Pv4 Camera Automatic Registration Setup]--------------------——-——

Available A ddress Range

Port number assigned to
network camera

Available Port Range

|182.168.0.151 - [192.168.0.166

o Bingle port & By range

|60001 - |60016

--[[Pv6 Camera Automatic Registration Sefup]---------------eeenn

Port

Data Entry Field

e

Automatic Setup

Select Enable or Disable.

IPv4 Camera
Available Address
Range

Specify one sequenced address range to be allocated to the

camera.

¢ Be careful that it does not overlap the address allocated by a
server, such as a DHCP/PPTP server.

e The default is 192.168.0.151 - 192.168.0.166.
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Port Number assigned
to network camera

Select Single port or By range.
e If By range is selected, the value of the Available Port Range is
automatically allocated.
* Single port can be used in the following situations:
1  When connecting the WAN side to an internal company
network, without using address translation.
2 When using only the LAN without connecting to the WAN
side.

Available Port Range

Specify the camera port number.

* When selecting By range above, it is only possible to specify one
sequenced port number range. It is necessary to have the same
number of port numbers as available address ranges specified
above, so specify the port number range that you will use.

* When selecting Single port above, specify one static port
number.

e The default is 60001-60016.

[For assistance, please call: 1-800-272-7033]
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IPv6 Camera

Port

Specify the port number for the IPv6 camera.

The specified port will be provided automatically to IPv6
cameras.
The default is 80.
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3.1.6 Registering a Camera Automatically

After connecting this product to a Panasonic Network Camera (Customer-provided), turning the
camera on, and returning the settings to factory default, the camera's network setup (IP address and
subnet mask etc.) and wireless security setup are performed automatically. After the camera is turned
on, this product and the camera exchange information and automatically set up the network. Then, the
camera image is registered on the Camera Portal.

Setup Headings

This Product

Port Forwarding
Camera Registration
Screen Assignment

Camera

Port Number

IP Address

Subnet Mask
Default Gateway
DNS Server Address

SSID (wireless LAN type only)
Encryption Key (wireless LAN type only)

Compatible cameras
(Customer-provided) :

(as of Nov. 2004)

Indoor type
KX-HCM8
KX-HCM10
KX-HCM250
KX-HCM280
BB-HCM311A
BL-C10A
BL-C30A
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Outdoor type
KX-HCM230
KX-HCM270
BB-HCM331A

Connecting the Camera without Using Automatic Setup

* When registering all cameras manually, see Additional Camera Registration. (see page 43)

[For assistance, please call: 1-800-272-7033] 4
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Changing the Setup of Automatically Registered Cameras

1.
2.

Click [Camera] on the setup page.
Click Modify/Delete under the Operation
h ead | n g . The camera images displayed are in the order that the cameras were detected and registered. Enter the camera
‘e, confirming using the Confimm button. Clicking the corresponding heading allows you o add, modify or
delete careras.
No.| Operatin | Camera [ : E;K: :::: A‘;‘:Eﬁ”
Confirm 192.162.0.151 60001
! | Modfy/Delete cendf An IPv6 address is not registered
Add
Set the required fields and click [Modify]. — Em
» To delete a registered camera, click Comsmnhooseion e
[Delete]. ~Pvd Camera)
Access Contral Private
Fort. 60001
1P Address 192.168.0.151
~[IPv6 C: ]
Access Control  Public  Private
Port
IPvé Address [
Host Hame [
~[Psec]
ThitPentit s 7ot Camrs | DI Tee
Modity | Delete Back
When setup is complete, click [Save].

¢ The entered information is saved.

When [Restart] is displayed on the setup page,
click it.

Notes

* With cameras that have the option of enabling images to be accessed from the Internet,
follow the setup guidelines specified in the camera's Operating Instructions.

* The port number and IP address of automatically registered cameras cannot be modified.

e If you click Confirm, the camera image will appear.

* |t may not be possible to open an automatically registered IPv6 camera from the WAN side
using the Camera Portal, when using Internet Explorer 6.0 or later. It should be possible to
open it using a browser where you can specify an IPv6 address directly into the URL (e.g.
Mozilla 1.7.1 or later). However, using a browser other than Internet Explorer 6.0 or later is
not under warranty. See page 19 when making camera images accessible from the Internet.
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Additional Camera Registration (Registering Additional Cameras
Manually)

Follow the steps below to register additional cameras.

1. Click Add under the Operation heading.

@ Enshle © Dicable

«-[[Pu4 Camera Auiomatic Registration Setup]---.-oirrwrrm-uues

Available Address Range [192.168.0.151 - [182168.0188
Port number assigned to

network camera & c Sl c By tange

Availabte Port Range [s0001 - [e0n16

~[[Pv6 Camera Auiomatic Registration Sefup]-.--——————r————---——

Port 50

Note: Usually set Specify Range for the camera port mucher
Single Port can be used in the following situations, however please note hat the camers
‘may not be aceessble from the Intemmet due to the customers settings.
- When using this prodact as o local souter.
- When using the cawera portal fioma the LN side ondy.

Registration/Modification

The varcera irages displayed axe n the order that the ceueras weee detested and registered. Enter the carera
name, confimaing wsing the Confir button, Clicking the cortesponding bearding allows you to add, modifyy or
delete cameres.

[ vt sdaress [t Port | yumaric
| 6 Adaress | s poxt | Serw

No. | Operation | Camera

Add

Note: The setting highlighted in orange has not been seved Flease click the Save button,

Save Cancel

2. Enter or Select Camera Name, Camera

IPsec, and click [Add]. Pt —

IP Address |
3. When setup is complete, click [Save]. I

¢ The entered information is saved. ~[Pv6 Cameza}

Camera Hame l— m
network location, Access Control, Port, IP [I—— GLAN © AN §
Address, Host Name, IPv6 Address, Host s Camer (o)
Name, and Pre-shared Key if you are using =

Access Control © Public © Private °

S
»

Access Control € Public © Private

Post

IPv6 Address [

Host Name [

~[sec}

Add Back

4. When [Restart]is displayed on the setup page,
click it.

5. Follow the instructions on page 46 to add the
new camera to the camera portal.

[For assistance, please call: 1-800-272-7033] 43



Operating Instructions

44

Notes

When registering an additional camera, modify the settings on the camera side too. For
details, see the camera's Operating Instructions.

When registering an additional camera, it is necessary to set port forwarding and/or packet
filtering. Set them manually, referring to pages 58, 66, and 71. Also, when using this product
under a UPnP™ router, even if the settings for top level routing and address translation are
set to Disable, it is necessary to set routing for the other connecting area routers.

When registering an additional camera, it is necessary to set screen assignment. Set it
manually, referring to page 46.

Neither the DHCP server's Available Address Range specified in LAN IP Address DHCP
Server in Options, or the Available Address Range specified in PPTP Server Settings found
on the Basic Page of VPN should be set as the IP address range used in the Camera's
Automatic Setup.

It is possible to set the selected camera portal frame to enable it to be accessed from the
WAN side, but when registering an additional camera manually, further settings such as
filtering (see page 66) or address translation (see page 58) must be performed on this
product. When a camera is automatically registered, filtering settings and address
translation are performed automatically.

When manually registering a WAN side camera, it is not possible to view the camera images
by clicking Confirm when the camera is Temporarily Saved. Click Confirm after restarting to
view the camera images.

When setting IPsec, Enable IPsec on the VPN(IPsec) page.

When camera images cannot be viewed by clicking Confirm after adding an IPv6 camera,
it should be possible to view them using a browser where you can specify an IPv6 address
directly into the URL (e.g. Mozilla 1.7.1 or later). However, using a browser other than
Internet Explorer 6.0 or later is not under warranty.

Data Entry Field

Camera Name The camera name should be no more than 16 characters.
Camera network Check either the LAN side or the WAN side according to the
location camera's position.

IPv4 Camera Set up the connection so that it is either public or private.
Access Control

Port Enter the camera's port number.

IP Address Enter the camera's IP address.

Host Name When the WAN side is selected for the camera network location, the
host name can be specified.

IPv6 Camera Set up the connection of the IPv6 camera so that it is either public or

Access Control private.

Port Enter the IPv6 camera’s port number.

IPv6 Address Enter the camera’s IPv6 address.

Host Name Enter the host name for the IPv6 camera. The host name can be

specified whether the IPv6 camera is on the WAN side or LAN side.
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IPsec Select Enable IPsec or Disable IPsec.
Connection between
This Product and a
WAN camera

Pre-shared Key When Enable IPsec is selected, enter the Pre-shared key.

Retype Pre-shared Key | Retype the same Pre-shared key as above.
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Screen Assignment

This function allows you to set the format of the camera portal page and set the screen assignment.

1. Click [Screen Assignment].

2. Select from Camera Name and Still Image

(refreshing), Camera Name and Still Image, S BT Ay
and Camera Name Only in Screen Format. =

 Camera Name Only

3. Select a camera name from the Camera List

‘The fallowing tables shour the camera irnages Iocated o the Carnera Portal. Select the camera nars from the

dropdown list, and click on the camera frame dhopow ens and lk the ot sren e
where you want to display it on the Screen B L
Assignment.

* The selected camera frame is displayed in
orange. When removing a camera from the
Camera Portal, select Remove the camera
from the Camera Portal from the Camera
List dropdown list, and click on the camera
frame you want to remove on the Screen

[Camera List =l

Assignment. Sove | _Cancel
¢ To cancel the current selection, click
[Cancel].

4. When setup is complete, click [Save].

* To return to the original settings, click
[Cancel].

5. When [Restart] is displayed on the setup page,

click it.
e The registered camera frame is displayed
in green.

Data Entry Field

Screen Format Select from Camera Name and Still Image (refreshing), Camera Name and
Still Image, and Camera Name Only for the screen format.

Screen This page allows you to re-position the camera images on the camera portal

Assignment and register optional cameras. A maximum of 16 camera images can be

displayed on the camera portal.
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3.1.7 Using Wireless

The wireless setup page allows you to perform settings to connect to wireless LAN and also perform
security settings. The wireless LAN uses radio waves in the same way as a TV or transceiver does,
selects a data channel, and sends/receives data.

The three data sending modes, "802.11b", "802.11b/g", and "802.11g only", each have differing bands
and speeds. The default is all "802.11b/g". Also, it is possible to connect 2 or more wireless devices,
by naming (SSID) a network and using the same SSID and data channels for all of them. Set the same
SSID and data channel™ for all devices on the wireless LAN network.

SSID: Panasonic
Data Channel:7

Unable to Connect \

SSID : Panasonic
Data Channel:7
It is possible for wireless devices connected to this product with the same SSID to send/receive
data by searching the data channel automatically.
Note

The default is set as the device-specific SSID and the 13 character 128 bit encryption key. The default
SSID and the 13 character 128 bit encryption key are displayed on the rear of this product.

SSID : Panasonic
Data Channel:7

SSID : EARTH
Data Channel:6
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Click [Wireless] on the setup page.

Enter the SSID into the data entry field, and

Wireless Network
select a Channel.

e See page 49 for information about the EL [s0217b/g =]
Stealth SSID.
e To return to the original settings, click

[Cancel]. S

* Enter the same SSID into wireless devices =D [
connected to this product.

* The default SSID is displayed on the rear of

this product.
* Regarding each of the data entry fields, see € Disshie
page 49.

When setup is complete, click [Save].
e The entered information is saved.

Channel

Channel I 7 'l

Sawve | Cancel |

When [Restart] is displayed on the setup page,
click it.

Notes

e Setting the stealth SSID function to Disable weakens the security.

* Some data channels may be limited by the wireless LAN card used on the wireless terminal
side. Check the range of data channels available on the wireless LAN card, and set the data
channels on this product accordingly.

* When modifying the SSID of this product after a wireless camera etc. has been registered
automatically, it is necessary to match the wireless camera's settings.
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Data Entry Field

Wireless
Network Mode

Select a wireless network mode from Disable, "802.11b", "802.11b/g" or

"802.11g only".

» Select Disable when you do not want to send/receive wireless data.

e "802.11b" sends/receives data on a 2.4 GHz band. Compatible products
are abundant and low priced. Not only is it easy to use, but it is also
already widespread so it is useful when you want to use your other
wireless devices.

e "802.11b/g" sends/receives data on a 2.4 GHz band. It combines the
features of "802.11b" and "802.11g", and is compatible with both
wireless LAN specifications. It is also easy to introduce into existing
wireless environments.

e "802.11g only" can only send/receive data to and from the 802.11g. If
this product's data sending/receiving mode is set to "802.11g only", it
does not support "802.11b/g" integration mode, but the original
802.11g's capabilities are realized. It is faster and reaches further than
"802.11b/g", so is good to use when sending/receiving data between
floors.

* When using "802.11g only", if other 2.4.GHz band wireless devices
(including the "802.11b" wireless device) exist, the data speed is
reduced.

SSID

A name is given to the network on a wireless LAN. This name is called

SSID.

The SSID can be set on each device connected to the wireless LAN, and

data can only be sent/received to and from devices with the same SSID.

Enter the SSID following the guidelines below. (The device-specific SSID is

already entered in the default settings. It is displayed on the rear of this

product.)

* ltis case-sensitive. (e.g. 'ABC' and 'abc' are recognized as 2 different
names.)

¢ Enter no more than 32 characters.

Stealth SSID

For the wireless LAN device to detect the network, there is a function
whereby the SSID, which is a network identifier, is sent out to surrounding
devices at regular time intervals. If Disable is selected, the wireless LAN
device can detect the network easily. However, unauthorized users can also
find the network and try to connect to it, so there a possible security
weakness. By selecting Enable on the stealth SSID function, it is possible to
use this product to make the network hard to detect for unauthorized users.
When Enable is set, connection through the ANY key can be denied. The
default is set to Enable.

[For assistance, please call: 1-800-272-7033]
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Channel Sets the channel to receive/send data within the network. Select a channel
between 1 and 11. (The default for 802.11b/g is 7.) When there are multiple
wireless LANs, and the channel numbers overlap in the figure below (for
example, Channel 1 and Channel 4), data speed may be reduced. In that
case select a different data channel.

802. 11b/802 11g
[ Channel 1 | ] Channel 6 |‘ [ Channel 11 |
[ Channel 7 | [ Channel 7 |
[ Channel 31 | Channel 8 |
[ Channel 4 | ‘ [ Channel 9 |
‘ [ Channel 5 | | Channel 10 ]
2400 MHz 2500 MHz
Notes

* ltis necessary to set the same SSID for the wireless device side and this product.

* If necessary, set Encryption and MAC Address Filtering. To encrypt the sending/receiving data,
click Encryption on the Wireless Setup page. (see below) To stop unregistered wireless devices
from connecting to this product, click MAC Address Filtering. (see page 54)

Encryption

This function allows you to encrypt sending/receiving data within the wireless LAN. By encrypting the
data, even if the data was intercepted by an unauthorized user, it would be illegible. Encryption is
performed using the same encryption key for all the registered devices on the wireless LAN.

Always set encryption. If you send unencrypted data, there is a chance that it might be read by a third
party or your PC may be invaded etc.

The type of authentication in encryption is not only Shared Key, but also Open System. Authentication
conversion is done automatically by this product to match the device.

©T Encryption Key: 1010101010

50

©@=F Encryption Key: 1010101010

Intercepted

Encryption Key: Unknown
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Notes
* The default is set as the device-specific SSID and the 13 character 128 bit encryption key. The

default SSID and the 13 character 128 bit encryption key are displayed on the rear of this product.
* There are 6 types of WEP format: 10 Hexadecimal characters 64 bit, 26 hexadecimal characters

characters 128 bit, and 16 alpha-numeral characters 152 bit.

Cameras are not compatible with WPA, so select WEP when connecting a camera.

* When modifying the encryption of this product after a camera etc. has been registered
automatically, it is necessary to match the camera's settings.

Click [Encryption].

Select from Disabled, WEP and WPA-PSK/
WPA2-PSK on the Encryption dropdown list.

e If Disabled is selected, click [Save].

<When [WEP] is selected>

3.

Select from 10 hexadecimal characters 64 bit,
26 hexadecimal characters 128 bit, 32
hexadecimal characters 152 bit, 5 alpha-
numerical characters 64 bit, 13 alpha-
numerical characters 128 bit, and 16 alpha-
numerical characters 152 bit in each of WEP
key 1 to WEP key 4's dropdown lists.

In each of WEP key 1 to WEP key 4's blank
spaces, enter the number of hexadecimal ("0"-
"9", "A"-"F", or "a"-"f") or alpha-numerical
characters selected in the dropdown lists, and
check the WEP key number you will use.

Example
WEP key 10123456789abcdef012345abc

Encryption Settings

Enecryption WEP 2

WEP Key

& Keyl

 Key2

 Key3

© Keya

I IH alpha-numeral characters 12Eib|tj

I IH alpha-numeral characters 12Eib|tj

I IH alpha-numeral characters 12Eib|tj

I IH alpha-numeral characters 12Eib|tj

128 bit, 32 hexadecimal characters 152 bit, 5 alpha-numeral characters 64 bit, 13 alpha-numeral

Save Cancel

26 hexadecimal characters 128 bit

WEP key 20123456789abcdef0123456789abcde 32 hexadecimal characters 152 bit

WEP key 3012y
WEP key 40123456789uvwxy

Notes

5 alpha-numerical characters 64 bit
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16 alpha-numerical characters 152 bit

* After restarting, the setup information will be denoted by asterisks. Before you forget it,
make a note of the information and store it in a safe place.

* Enter the same WEP keys 1 - 4 into the connecting wireless devices, and select the same
WEP key number as in step 4. Regarding the data entry field, see page 52.

e The encryption key is called Key Index on Windows® XP.

Click [Save].

After checking the setting information, click [Restart].

[For assistance, please call: 1-800-272-7033]
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Note
The KX-HCM250 and KX-HCM270 wireless LAN headings correspond to the following
headings.

40 bit password entry 5 alpha-numerical characters 64 bit

128 bit password entry 13 alpha-numerical characters 128 bit

40 bit key entry 10 hexadecimal characters 64 bit

128 bit key entry 26 hexadecimal characters 128 bit

Data Entry Field

Encryption Select from Disabled, WEP, and WPA-PSK/WPA2-PSK. The method with
Settings the highest security is WPA-PSK/WPA2-PSK, followed by WEP, then
Disabled. (Factory Default is WEP.)

WEP Key Safety increases from 64 bit to 128 bit to 152 bit, but as the safety increases
the data speed is reduced slightly. In Windows XP 64 bit is displayed as 40
bit(10 digits), and 128 bit is displayed as 104 bit(26 digits).
(Alpha-numerical 13 characters 128 bit in WEP Key 1 is selected in factory
default.)

Note

When modifying the encryption setup of this product after a wireless camera etc. has been registered
automatically, it is necessary to match the wireless camera's settings.

<When [WPA-PSK/WPA2-PSK] is selected>

3. For the Network key, enter between 8 and 63

alphanumeric characters, or 64 hexadecimal

CharaCterS. Encryption WRPA-PSKMPAZ-PSEK »

Hetwork key I

Renewal interval 300 sec
Diata enctyption & AUTO
 WPA-PSK(TKIF)

 WPAZ PSK(AES)

Sawve Cancel |

Notes

* Setup details are displayed as * (asterisks) after restarting this product. Always take a
memo of your setup details and keep it in a safe place.

* Set the same network key for wireless devices connected to this product. See page 53 for
details about the data entry fields.

* The renewal interval is only applicable when AUTO or WPA-PSK(TKIP) is selected.
4. Set the Renewal interval and Data encryption.

5. Click [Save].
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6. After checking the setting information, click

[Restart].

Data Entry Field

Encryption Select from Disabled, WEP, and WPA-PSK/WPA2-PSK. The method with
the highest security is WPA-PSK/WPA2-PSK, followed by WEP, then
Disabled. (Factory Default is WEP.)

Network key Enter between 8 and 63 alphanumeric characters, or 64 hexadecimal

characters. When encrypting, it is necessary to set the same network key
on the device receiving the data. The set network key is only displayed
once, so make a note of it if necessary.

Renewal interval

Set the interval for refreshing the encryption key.
* Set a value between 30 and 604800 seconds. 604800 seconds is the
equivalent of one week.

Data encryption

Select from WPA-TSK(TKIP), and WPA2-PSK(AES), and AUTO.

*  WPA-PSK(TKIP)
TKIP can prevent WEP key analogy, spoofing and data falsifying, by
dynamically changing the WEP key, and has better security than WEP.

*  WPA2-PSK(AES)
AES is a next generation encryption method appointed by the National
Information System for Science and Technology (NIST), and has better
security than TKIP.

e AUTO
Allows this product to switch between TKIP and AES automatically, to
match the terminal.

Notes

¢ When modifying the encryption setup of this product after a wireless camera etc. has been
registered automatically, it is necessary to match the wireless camera's settings.

¢ When this product is using WPA-PSK(TKIP), if connected wireless devices have the same network
key, they may be able to connect to this product using either the TKIP or AES encryption.

[For assistance, please call: 1-800-272-7033]
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MAC Address Filtering

PCs that are not registered with this product cannot connect to this product. On the LAN card of each
PC, a MAC address is registered, which is specific to that LAN card. If that MAC address is registered
in MAC Address Filtering, only the PC with that MAC address can connect. To check the MAC address
of your PC see Checking your PC's IP Address and MAC Address. (see page 123)

Note

See the Panasonic Support Website (http:/panasonic.co.jp/pcc/products/en/netwkcam/) for more
details about Panasonic's wireless cameras.

Registered MAC Address:
01:23:45:ab:cd:ef

= x ( MAC Address:
Cc RO ERTR-
MAC Address: 56:78:90:56:78:90

01:23:45:ab:cd:ef Unable to Connect

1. Click [MAC Address Filtering].

MAC Address Filtering When "Enable" is selected, anly the devices
registered below can link with this procuct.

2  Enble © Disable

Click Add under the Operation heading.

By clicking an item, the Setup pages will appear and you can modify, delete or add the MAC address

[ . [operation | MAC address |

[ [ aee | |

3. Enter the MAC Address in the data entry field.
e Enter two numbers or letters such as A-F IR attises |
(a-f) each time, separated by a : (e.g.
01:23:45:ab:cd:ef).

Add Back |

4. Click [Add].

5. Check Enable under MAC Address Filtering.

6. Click [Save].

7. After checking the setting information, click
[Restart].

New settings are saved.

It is necessary to restart this product to complete the setting
If you want to restart later, click the restart button on the restart page
If you want to restart it immediately, click the restart button below

Restart




Operating Instructions

3.1.8 Using Viewnetcam.com

Viewnetcam.com allows you to view images form the WAN (Internet) side. Obtain the URL from the
Viewnetcam.com service, and view camera images by accessing the camera portal. Take the steps
below, to view camera images from the WAN side.

Notes
¢ Viewnetcam.com is a free service.

* When connecting to the Internet using a Static connection, access the camera portal using the IP
address registered in this product's [Basic Setup]. It is not necessary to register for the
Viewnetcam.com service.

1. Click [Viewnetcam.com] on the setup page.

€ Disable
2. Select Enable. © Basti
. . . . Vour E-mail Address
3. Enter the E-mail Address for registration inthe  ruconivm

Your E-mail Address data field.

Save Cancel

Notes

* When the camera is already registered for the Viewnetcam.com service, do not perform
registration again.

* The Viewnetcam.com server will send a welcome E-mail to the E-mail address entered
during registration.

4. Click [Save].

5. When|[Restart]is displayed on the Setup Page,
click it.

* The top page is displayed.

New settings are saved.
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Itis necessary to restart this product to complete the setting
. If you want to restart later, click the restart button on the restart page
6. C||Ck Se‘tup‘ If you want to restart it immediately, click the restart button helow

Festart

* The setup page is displayed.

7. Click [Viewnetcam.com].
e The Personal URL and Your Account Link O Disubie
are displayed. @ Eastis
Note Vo sl Addss | G
It may take up to 30 minutes for the Personal Pzt
URL and Your Account Link to be displayed. e

[For assistance, please call: 1-800-272-7033] 55
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8. Click Your Account Link.

9. By following the Viewnetcam.com registration
instructions, you can register this product with
Viewnetcam.com.

10. Enter the URL displayed in Personal URL into
the web browser of a PC that is connected to
the Internet.

(e.g. "http://camXXXX.viewnetcam.com")
e The camera portal is displayed.

Note

Panasonic

View

@m .com

Home

How does it
works?

How can | use
it?

How do | update
the firmware?

How do |
register?

My Account
FAQ
Support

ion - Welcome to Vi com! -

Viewnetcam.com provides remate monitaring service for your Panasonic Netwark

Camera products. Tis service is free of charge.

Please start the registration to make your Panasonic Network Camera accessible

from the internet by domain name.

If you have registered Panasonic Network Camera In the past, Enter your registered

emall address and your password
E-mail address :

Password :
2> Next

Eorgot passward?

If you are new, Please start the new registration
2> New Registration

The Personal URL can be used after registering with the Viewnetcam.com service.




Operating Instructions

3.2 Using Advanced Setup
3.2.1 Accessing this Product from the Internet

The address translation page allows you to perform detailed settings in order to translate the WAN
(Internet) side's global address and the private address, and access this product's network from the
Internet. Set these when enabling the IP masquerade function and the port forwarding function used,
for example, when starting up a mail server. When using applications that support UPnP™ (Windows/
MSN® Messenger etc.), see pages 79 and 110.

1. Click [Address Translation] on the setup page. _

2. Select Enable or Disable. £ skt
DHCP/ Static

* Enable
DHCP/Static

" Digable

PPPoE

* Enahle
PPPoE

" Digable

Save | Cancel .:n

>

3. When setup is complete, click [Save]. Q

* The entered information is saved. o

S

4. When [Restart] is displayed on the setup page, »
click it.

Note

When performing address translation, set up the network for all PCs connected to this product,
and restart the PC.

Data Entry Field

DHCP/Static Set up when the IP masquerade and port forwarding functions are enabled.
When using these functions, check [Enable].

PPPoE Set up when the IP masquerade and port forwarding functions are enabled.
When using these functions, check [Enable].

[For assistance, please call: 1-800-272-7033] 57
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Address Translation

Port Forwarding

When data is sent from a PC on the WAN (Internet) side to the LAN (Home) server using an
application, a packet is sent out to this product. The packet contains a port number used by the
application, and is forwarded to a specified PC. In order to use this port forwarding function, verify
which port number the application uses, enter it into the forwarding port no. entry field, and the enter
the applicable PC's IP address into the forwarding IP address entry field.

Regarding principal applications and port numbers
Web server: TCP No. 80, FTP server: TCP No. 20 and No. 21
Telnet: TCP No. 23, SMTP server: TCP No. 25, POP3 server: TCP No. 110

r Port number translates to a specified address
(—>* * %k ok ok ok ok %101 25 —»192.168.0.3:25

Sends E-mail > Port number
D Pk ok ok k% % % % %.101: 80—»192.168.0.2:80 —]
Refers to Website

Mailer

Internet

E) Address of this product
X kok %k ok % x % 101;

Web browser

Web server E-mail server
(TCP Port:80) (TCP Port:25)
192.168.0.2 192.168.0.3

Notes

* When installing a separate server on the LAN (Home) side, it is necessary to give it a different port
number from the port number for the camera portal of this product (factory default: 80). Modify the
port number for the camera portal of this product in Options. (see page 74)

e Up to 16 settings can be registered.

Example:

When making a website accessible by starting up a web server on a PC with a private address of
192.168.0.2, enter the TCP protocol, port number:80 (HTTP service port number), and 192.168.0.2
(private address).

When starting up a mail server on a PC with a private address of 192.168.0.3, enter the TCP protocol,
port number:25 (HTTP service port number), and 192.168.0.3 (private address).

Example:
Mo, Operation Entry | Protocol Forwarding Port Mo, Forwarding [P Address
1 Modify/Delete | Enable TCF &0 19216202
2 Modify/Delete | Enable TCF 25 19216803
Notes

e Set up a TCP/IP referring to Stabilizing the PC's IP Address. (see page 126)

e The device registered as the forwarding IP address in port forwarding can be accessed from the
Internet through the registered protocol and port.
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Data Entry Field

Operation Allows you to Modify/Delete the parameters of each heading.

Entry Select Enable or Disable. When Enable is selected, the entry functions as if
set on a table (protocol, forwarding port, forwarding IP address). When
Disable is selected, even if the other headings are set they will not function.
They will function, however, if Enable is re-selected.

No. Enter the entry number. Entries are processed from the lowest number.

Protocol Select a protocol to be used when sending/receiving data over the Internet.
It is possible to select from TCP, UDP, TCP & UDP, ESP, GRE and " * ". " * "
selects all the protocols.

Forwarding Port | Specify a port that can be used when sending/receiving data over the

No. Internet. Specify a forwarding port between 0 and 65535.

¢ When you only want to use one port, enter that port number.

* When entering a range, enter "-" in between the numbers. For example,
when you want to use port numbers 2000 to 3000, enter "2000-3000".

The number on the left should be lower than the number on the right.

Forwarding IP Set the private address for the PC(s) connected to this product. Data from
Address the Internet will be sent under this IP address. Stabilize this IP address on
compatible PCs.

Note

When setting up the table, there is a possibility of illegal access to the forwarding port from the Internet.
For safety, only set it when required.
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How to Add Entries

1.

Click Port Forwarding on the Address
Translation page.

Click Add under the Operation heading.

The port forwarding registration page is

displayed.

Under each heading set Entry, No., Protocol,
Forwarding Port No., Forwarding IP Address.

If Enable is checked in Entry, the specified
entry is enabled. If Disable is checked, the
entry will not function but the settings will
not be deleted to make it easier to set up
next time.

Regarding the other headings, see the data
entry field. (see page 59)

Click [Add].

The port forwarding page is displayed, and
the added information field will be
highlighted in orange.

Click [Save].

The restart window indicating that setup is
complete is displayed.

Click [Restart].

Click an itsm of each sntry. The setting displayis opened and you can mocify, delete or add entries
[to. [ operstion | Entry [ Protocol | ForwaniingPorNo. | FovanlingIP Aliress |
Lo es |
Entry % Fnable { Disable
Ha. m
Protocol ITCP&UDP ‘l
Forwarding Port Ho I—
Forwrarding IF A ddress I—

Add Back |

New settings are saved.

Itis necessary to restart this product to complete the setting
If you want to restart later, click the restart button on the restart page
Ifyou want to restart it immediately, click the restart button below

Restart
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How to Modify/Delete Entries

1.

Click Port Forwarding on the Address
Translation page.

Select the No. you want to modify or delete in

port forwarding, and click Modify/Delete under

the operation heading.

e The port forwarding registration page is
displayed.

When you want to modify the settings, click
[Modify], when you want to delete the settings,
click [Delete].

e The port forwarding page is displayed.

* After modification, the modified information
field will be highlighted in orange and the
settings will have changed.

* After deletion, the deleted information field
will be highlighted in orange and Unsaved
Deletion is displayed.

Click [Save].
* The restart window indicating that setup is
complete is displayed.

Click [Restart].

Click en item of each entzy. The setting display is opened and you ven modify, delete o add ensies
No. Operation Entry ‘ Protocol ‘ Forwarding Port No. | Forwarding IP Address
1 Modify/Delete | Enable ‘ TCP ‘ 5 | 19216803
Add
Entey @ Enatle " Disable
HNo. m
Protocol TCP -
Forwarding Port No IEE—
ForwadingIP Address  [192166.03 |
Modlify | Delete | Back

New settings are saved.

Itis necessary to restart this product to complete the setting

If you want to restart later, click the restart button on the restart page

If you want to restart it immediately, click the restart button helow

Restart

[For assistance, please call: 1-800-272-7033]
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The DMZ Function

The DMZ (De-militarized Zone) function allows destination unknown packets sent from the WAN
(Internet) side to the LAN (Home) side, to be forwarded to an IP address specified in the DMZ
function's settings. Packets sent by the DMZ function are forwarded to the registered IP address after
being passed through all the security filters.

DMZ Function

1.

Click Port Forwarding on the Address
Translation page.

Select Enable from the drop-down list in Entry, o Eniry EhPANRTD
and enter the forwarding destination IP 1 ||Disasle =] |

address into the DMZ function's Host IP

Address field.

Notes

* The IP address registered at the forwarding destination should be the same as the IP
address on the LAN.

* The DMZ function on this product can forward data to an IP address of a device connected
to the LAN (Home) side using port forwarding. The IP address filters registered at the
forwarding destination are disabled. The DMZ function of this product does not split the
network into segments. Therefore, in the unlikely event that the forwarding destination IP
address is attacked, there is a chance that other devices connected to the LAN side have
also been attacked. Bear this in mind when using this system and take safety precautions.

* When using the DMZ function, set Address Translation to Enable. (see page 57)

e The DMZ function is not compatible with the Camera Portal (No. TCP80[Default]), Setup
(No.TCP8080[Default]), and the PPTP server function (No.1723[GRE]). Also, when IPv6
Tunneling Connection or IPv6 6to4 Connection is being used, the IPv6 protocol (Protocol
No. 41) is not compatible with the DMZ function.

When setup is complete, click [Save].
e The entered information is saved.

Note
When saving, do not cut the power supply. If cut, saving might not be completed successfully.

When [Restart] is displayed on the setup page,
click it.
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3.2.2 Improving Security

This function allows you to limit access to this product and set up filtering easily. When performing
security setup, a filtering log is saved in the default settings. The saved log is displayed as a three-
character abbreviation. (see page 64)

Easy Security Settings

¥ Access by private [P addresses are rejected in both directions. { ¥ Log Output)

Mote: The access is perrnitted if the WAN [P Address of this product is
a prvate [P &ddress.

[ Access by NetBIOS/File sharing/Printer sharing/PC remote access are ¥ Log Output)
rejected in both directions.

[T Only access by MetBIOS is permitted in both directions.

[~ Only access by Direct Hosting of SME is permitted in both
directions.

[T Only access by port used by RPC iz permitted in hoth directions.

Access Control

Access control to the Betup pages and Camera Portal from the WAN side of this product can be set.

Click hete to set password.

HSetup pages (¥ Lag Output)
A dministrator Onty

%' Restricted Access

Camera Portal : (¥ Log Output) <
& Hone g
€ & dministrator Only g‘
" Restricted Access :
»
Stealth Mode
¥ Stealth Mode can hide this product from WA (Internet). (¥ Lag Cutput)
[ Regard [dent packet az an exception (¥ Lag Cutput)

Intrusion Detection

[¥ Statefal packet inspe ction/Dynamic packet filtering) is enabled. (¥ Lag Output)

[T Attack Detection is enabled. ( ¥ Log Output)

Save Cancel

[For assistance, please call: 1-800-272-7033] 63
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Data Entry Field

Easy Security Settings

* Access by private IP
addresses are
rejected in both
directions.

e Access by NetBIOS/
File sharing/Printer
sharing/PC remote
access are rejected in
both directions.

Access Control
e Setup pages

e Camera Portal

Stealth Mode

¢ Stealth Mode can
hide this product from
WAN (Internet).

* Regard Ident packet
as an exception

Intrusion Detection

e Stateful packet
inspection (Dynamic
packet filtering) is
enabled

It is possible to easily set up firewalls, which appear frequently, and
are very important in terms of security. The default settings are
oriented to the highest possible level. Only change them if essential.

Display when saving log: P-P

When the source of an incoming (from WAN side) and destination of
an outgoing (to WAN side) packet is a private address, access to this
product is prohibited. In factory default settings Access by private IP
addresses are rejected in both directions and Log Output are both
checked.

Display when saving log: SHR

Prohibits the access in both ways of packets sent/received when files
or printers are shared on Windows. In factory default settings Access
by NetBIOS/File sharing/Printer sharing/PC remote access are
rejected in both directions and Log Output are both checked.

Settings to limit access to this product from the WAN side.

Display when saving log: W-C

It is possible to select either Administrator Only or Restricted Access
for access to Setup from the WAN side. In factory default settings
Restricted Access and Log Output are both checked.

Display when saving log: W-P

It is possible to select either None, Administrator Only or Restricted
Access for access to Camera Portal from the WAN side. In factory
default settings None and Log Output are both checked.

Display when saving log: STL

It is possible to set this product to not respond to Pings etc. from the
WAN (Internet) side. Therefore it can escape the attacker's existence
verification produced by Pings etc. It will also not respond to UDP/
TCP port scans. In factory default settings Stealth Mode can hide
this product from WAN (Internet) and Log Output are both checked.

Display when saving log: STL (Ident)

When clients try to send/receive E-mail, There is E-mail server that
authenticates E-mails to/from clients. This authentication uses
recognition protocol, which uses TCP port number 113. The
authentication level is relatively low so there are not many cases
where clients are unable to send/receive E-mails. In factory default
settings Regard the Ident Packet as an Exception and Log Output
are both checked.

When using the intrusion detection function, check the field under
each heading.

Display when saving log: SPI

If a packet being received from the WAN side is inspected, and
judged to be a corrupt packet, it is intercepted. By comparing the
packet to static filtering (packet filtering through header information),
Internet data can be sent more safely. In factory default settings
Stateful packet inspection (Dynamic packet filtering) is enabled and
Log Output are both checked.
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¢ Attack Detection is Display when saving log: DoS

enabled Harmful data from the WAN side is detected, and the packet is
intercepted. A detection record is noted in the log.
The following types of attacks can be detected:

e TCP Scan
e UDP Scan
e |CMP Echo

Notes
¢ |f the log output heading is unchecked, a log will not be recorded.

e In order to improve security, it is necessary to manage your current software and update firmware
as appropriate.

Priority of Security Functions

In order for this product to combat various types of illegal access from the Internet, it is equipped with
the following security functions:

[Prioritization (top to bottom)]

* Packet Filtering (see page 66)
» Easy Security Settings (see page 63)
e Stealth Mode (see page 64)

These functions are executed in the above order. At each level the packet is either passed or
intercepted.

Note

When using the DMZ function (see page 62), the security function cannot be executed for DMZ
terminal packets.
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Packet Filtering

By specifying the IP address, port and protocol parameters, it is possible to either pass or intercept IP
packets that are being received. If the parameters are set effectively they can be used as a security
measure. Filtering is processed from the smallest entry no. up. For an explanation of each heading in
filtering, see below.

1. Click [Packet Filtering] on the security setup
page.

L | Source ‘ Destination
DR addres Port | TP Ao [Port

No. | Operation | Eniry

2. Click Add under the Operation heading. =

Click an item of each entry. The setting display is opened and yon can modify, delete or add entries. *local”
refers o this product itself, and in "+, all acdress or pors are applicable

Type Protoco] | Log Output

Dote: The setting highlighted in orange has xot been saved. Please click the "Save” button,

Change of Priority
Move No 10 Mo, Move

Save Cancel

3. Set the necessary headings and click [Add]. Batey & Beuble € Disahls
4 . . Hao 30 -
. When setup is complete, click [Save]. T P
¢ The entered information is saved. B @ sl O Law
Source 1P Address / Prefix Length ! I
Destination IP Address / Prefix Length ! I
Protocal * -
Log Output & Digable © Enable
Aod | Bak |
5. When [Restart]is displayed on the setup page,
click it.
Notes

* You must click [Save] after setting the filtering parameters.

Data Entry Field

No. Select an entry no. between 1 and 64. Packet filtering is processed from the
smallest entry no. up. If an entry is already registered, it will be overwritten
by the new entry.

Operation Click Add to add a new filtering setting. To modify or delete a filtering setting
click Modify/Delete. The setup page will open and you can add, modify or
delete settings by entering the data and clicking the appropriate button.

Entry Enable or Disable this entry.
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Type Select Permit (if it conforms to the parameters it will be passed) or Prohibit
(if it conforms to the parameters it will be intercepted).

Direction Select W — L (filtering when receiving from WAN) or L — W (filtering when
sending to WAN).

Source IP Set the packet source IP address to be filtered.

Address/Prefix * When specifying only 1 IP address, enter the IP address and its subnet

Length prefix length.

¢ When specifying an IP address range, enter the network address in the
IP address field, and the network prefix number in the prefix length field.
For example, when specifying an network address of 192.168.0.0/16,
enter 192.168.0.0 in the IP address field, and 16 in the prefix length
field.

e If"%"is entered in the IP address field, all packets are filtered.
Note
When specifying an IP address range, even if this product's IP address
is included in the range, this product will not be filtered. When you want
to filter this product, it is necessary to enter " * " or the code for this
product (local) in the IP address data field.

Source Port Set the packet source port to be filtered.

e When using only 1 port, enter the port number.

* When entering a range, enter "-" in between the numbers. For example,
when you want to use port numbers 2000 to 3000, enter "2000-3000".
The number on the left should be lower than the number on the right.

e If"*"is entered, all packets are filtered. .:rl

Destination IP Set the packet destination IP address to be filtered. Entry is the same as for (33
Address/Prefix the source IP address. =~
Length When you want to specify this product, enter "local". g
(7))

Destination Port | Set the packet destination port number to be filtered. Entry is the same as
for the Source Port.

Protocol Select a protocol to be used when sending/receiving data. It is possible to
select from TCP, UDP, TCP & UDP, ICMP, ESP, GRE and "* ". " x " selects
all the protocols.

Log Output Set whether to display the temporarily saved packet information on the
[Filtering Log].

[For assistance, please call: 1-800-272-7033] 67
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Modifying or Deleting Filtering Headings
1. Click Packet Filtering on the security setup page.

2. Click Modify/Delete under the operation heading of the filter you want to modify or delete from
the filtering parameters list.

3. Click [Modify] to modify, or [Delete] to delete the selected heading.

4. When setup is complete, click [Save].
¢ The entered information is saved.

5. When [Restart] is displayed on the setup page, click it.

Changing the Priority of Filtering Headings

Packet filtering is processed starting from the smallest entry no. To change the priority of filtering
headings, on Change of Priority on the filtering setup page, enter the heading entry no. you want to
move in the left data field, the destination entry no. in the right data field, and click [Move]. Then, click
[Save] and when [Restart] is displayed on the setup page, click it.
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3.2.3 Improving IPv6 Security

This function allows you to limit IPv6 connection access to this product and set up filtering easily. In
Factory Default Settings, a filtering log is saved when security setup is performed. The saved log is
displayed as a three-character abbreviation. (see below)

IPv6 Easy Security Settings

[V Access by Ditect Hosting of 3ME is rejected in both directions. ¢ ¥ Lag Cutputy
¥ Access by port used by BPC is rejected in both ditections. ¢ ™ Log Cutgut)

= Commwl.icatior.l using global addresses other than the allocated global ¢ ™ Log Outputy
address is forbidden.

IPv6 Stealth Mode

~ Stialthlfdlode can hide this product from WaAN(Internet) side [Pvwd { ¥ Log Output)
1etwrotk.

[V Regard Ident packet as an exception ¢ ¥ Lag Cutputy

IPv6 Intrusion Detection

[V IPv6 Stateful packet inspection/Dynamic packet filtering) is enabled. ¥ Log Output)
[T IPv6 Attack Detection is enabled. { ¥ Log Output)
Save Cancel

Data Entry Field

IPv6 Easy Security It is possible to easily set up firewalls, which appear frequently, and
Settings are very important in terms of security. The default settings are
oriented to the highest possible level. Only change them if essential.

¢ Access by Direct Display when saving log: SHR
Hosting of SMB is Rejects access in both directions by Direct Hosting of SMB. In
rejected in both factory default settings Access by Direct Hosting of SMB is rejected
directions. in both directions and Log Output are both checked.

e Access by port used Display when saving log: SHR
by RPC is rejected in | Rejects access in both directions by the port used by RPC. In factory
both directions. default settings Access by port used by RPC is rejected in both
directions and Log Output are both checked.

[For assistance, please call: 1-800-272-7033] 69
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e Communication using
global addresses
other than the
allocated global
address is forbidden.

IPv6 Stealth Mode

e Stealth Mode can
hide this product from
WAN (Internet) side
IPv6 network.

* Regard ldent packet
as an exception

IPv6 Intrusion
Detection

e |Pv6 Stateful packet
inspection (Dynamic
packet filtering) is
enabled.

e |Pv6 Attack Detection

Display when saving log: GOR

Prohibits communication using global addresses other than the
allocated global address. The allocated global address contains an
IPv6 side WAN address, and IPv6 addresses which have a LAN side
prefix/prefix length. In factory default settings Communication using
global addresses other than the allocated global address is
forbidden and Log Output are both checked.

Display when saving log: STL

It is possible to set this product to not respond to IPv6 Pings etc.
from the WAN (Internet) side. Therefore it can escape the attacker's
existence verification produced by IPv6 Pings etc. It will also not
respond to UDP/TCP port scans. In factory default settings Stealth
Mode can hide this product from WAN (Internet) side IPv6 network
and Log Output are both checked.

Display when saving log: STL (Ident)

When clients try to send/receive E-mail, There is E-mail server that
authenticates E-mails to/from clients. This authentication uses
recognition protocol, which uses TCP port number 113. The
authentication level is relatively low so there are not many cases
where clients are unable to send /receive E-mails. In factory default
settings Regard Ident packet as an exception and Log Output are
both checked.

When using the intrusion detection function, check the box next to
each heading.

Display when saving log: SPI

If a packet being received from the WAN side is inspected, and
judged to be a corrupt packet, it is destroyed. By comparing the
packet to static filtering (packet filtering through header information),
Internet data can be sent more safely. In factory default settings IPv6
Stateful packet inspection (Dynamic packet filtering) is enabled and
Log Output are both checked.

Display when saving log: DoS

is enabled. Harmful data from the WAN side is detected, and the packet is
destroyed. A detection record is noted in the log.
The following types of attacks can be detected:
e TCP Scan
e UDP Scan
e |CMP Echo
Notes

e If the log output heading is unchecked, a log will not be recorded.
¢ In order to improve security, it is necessary to manage your current software and update firmware

as appropriate.
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Priority of Security Functions
In order for this product to combat various types of illegal access from the Internet, it is equipped with
the following security functions:
[Prioritization (top to bottom)]

* |Pv6 Packet Filtering (see below)

e |Pv6 Easy Security Settings (see page 69)

* |Pv6 Stealth Mode (see page 70)
These functions are executed in the above order. At each level the packet is either passed or
destroyed.

IPv6 Packet Filtering

This function allows you to filter only IPv6 packets. By specifying the IPv6 address, port and protocol
parameters, it is possible to either pass or intercept IPv6 packets that are being received. If the
parameters are set effectively they can be used as a security measure. Filtering is processed from the
smallest entry no. up. For an explanation of each heading in filtering, see page 72.

1. Click [IPv6 Packet Filtering] on the security

setup page.

‘ Source IPyi Addrress & Port

Direction
Destination IPv6 Addrress & Port

No. | Operation | Enizy Erotocol

2. Click Add under the Operation heading. re

Log Ouiput

Click en item of each entry. The setting display is opened and you c d.\fydlt. add entries
"local" refers o this productitself, and in **", al address or ports ar
Dote: The setting highlighted in orange has not been saved. Please click the “Snve"b\ltl

Change of Priority

MoveNo.|  tode| _ Move
c
Save Cancel :
(2]
=
3. Set the necessary headings and click [Add]. - ot © Dissie )
No. [305=] a
4. When setup is complete, click [Save]. Tyge € Pemi @ Fuotiit
 The entered information is saved. prectien L Tl
Source IPv6 Address/ [ ‘
Prefix Length
—
Destination [Py Address / [ ‘
Prefix Length [
—
Protoeol * -
—
Log Output. ¥ Digable (" Enable
Add Back
5. When [Restart] is displayed on the setup page,
click it.
Notes

* You must click [Save] after setting the filtering parameters.

[For assistance, please call: 1-800-272-7033] 71
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Data Entry Field

No. Select an entry no. between 1 and 64. Packet filtering is processed from the
smallest entry no. up. If an entry is already registered, it will be overwritten
by the new entry.

Operation Click Add to add a new filtering setting. To modify or delete a filtering setting
click Modify/Delete. The setup page will open and you can add, modify or
delete settings by entering the data and clicking the appropriate button.

Entry Enable or Disable this entry.

Type Select Permit (if it conforms to the parameters it will be passed) or Prohibit
(if it conforms to the parameters it will be intercepted).

Direction Select W — L (filtering when receiving from WAN) or L — W (filtering when
sending to WAN).

Source IPv6 Set the source IPv6 address of the packet to be filtered.

Address/Mask * When specifying only 1 IPv6 address, set the prefix length to 128. For

Length example, when setting 2002:C0A8:1234:0123:4567:89ab:cdef:0123/

128, enter 2002:C0A8:1234:0123:4567:89ab:cdef:0123 into the IPv6
address field and 128 into the prefix length field.

When specifying an IPv6 address range, usually set the prefix to a value
less than 64. For example, when setting 2002:C0A8:1234::/48, enter
2002:C0A8:1234:: into the IPv6 address field and 48 into the prefix
length field.

If"* " is entered in the IPv6 address field, all packets are filtered.

Note

When specifying an IPv6 address range, even if this product's IPv6
address is included in the range, this product will not be filtered. When
you want to filter this product, it is necessary to enter " * " or the code for
this product (local) in the IPv6 address data field.

Source Port

Set the source port of the packet to be filtered.

When using only 1 port, enter the port number.

When entering a range, enter "-" in between the numbers. For example,
when you want to use port numbers 2000 to 3000, enter "2000-3000".
The number on the left should be lower than the number on the right.
If"* " is entered, all packets are filtered.

Destination IPv6
Address/Mask
Length

Set the destination IPv6 address of the packet to be filtered. Entry is the
same as for the source IPv6 address. When you want to specify this
product, enter "local".

Destination Port

Set the destination port number of the packet to be filtered. Entry is the
same as for the Source Port.

Note
The port numbers (53, 80[camera portal page], 1723, 8080[setup
page]), are used by this product. Set a different port number.
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Protocol Select a protocol to be used when sending/receiving data. It is possible to
select from TCP, UDP, TCP & UDP, ICMPv6, ESP, and " * ". " * " selects alll
the protocols. ICMPv6 can set the type number.

Note

When selecting ICMPv6, the ICMPv6 type number may cause problems

to the network.

Log Output Set whether to display the temporarily saved packet information on the
[Filtering Log].

Modifying or Deleting Filtering Headings
1. Click IPv6 Packet Filtering on the security setup page.

2. Click Modify/Delete under the operation heading of the filter you want to modify or delete from
the filtering parameters list.

Click [Modify] to modify, or [Delete] to delete the selected heading.

4. When setup is complete, click [Save].
¢ The entered information is saved.

5. When [Restart] is displayed on the setup page, click it.

Changing the Priority of Filtering Headings

Packet filtering is processed starting from the smallest entry no. To change the priority of filtering
headings, on Change of Priority on the filtering setup page, enter the heading entry no. you want to
move in the left data field, the destination entry no. in the right data field, and click [Move]. Then, click
[Save] and when [Restart] is displayed on the setup page, click it.

[For assistance, please call: 1-800-272-7033] 73
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3.24

The options setup page allows you to set LAN (Home) settings and WAN (Internet) access settings. It
is possible to set the following 7 headings: LAN IP Address DHCP Server, PPPoE, DNS Relay, MTU
Size, Routing, UPnP, and MAC Clone.

74

Options
LANIP Address .
DHCP Server ‘ EEECE DNS Relay MTU Size
Routing ‘ UPHP MAC Clone

Using Options

Only modify Options when it is essential. Take the following steps to modify Options.

1.

Click [Options] on the setup page.
e See next page for details of each heading.

Select a setup heading at the top of the page.

Enter the modified data in the data entry field.

* To return to the original settings, click
[Cancel].

When setup is complete, click [Save].
e The entered information is saved.

When [Restart] is displayed on the setup page,
click it.

Notes

LAN IP Address setting
192.168.0.254

256.255.265.0
8030
30

DHCP Server

DHCP Server

LANIP Address

Subnet Mask

Port No. of Setup pages

Port Ho. of Camera Portal

@ Enbls © Disable

Available Addeess Range [1az188.0.1 _[192168.0.32

Note: The maxirur range is 128 addresses.

Static DHCP

Click an item of each enry. The setting display is opened and you can modify, delete or add entriss.
Note: Do not register IP adresses for IP camera.

‘Nn. |0peniinn‘ Eniry ‘ TP Address ‘ MAC Address

|Add‘

Note: The settizg highlighted in orange has not been saved, Please click the "Save" button

Save Cancel

* When modifying options, set the PC(s) connected to this product accordingly, then restart

the PC(s).

LAN IP Address DHCP Server
LAN IP Address setting

LAN IP Address setting

LAWNIP Address

Zubnet Magk

Fort Ho. of Setup pages

Fort Ho. of Camera Portal

[192.168.0.254

|255.255.255.0

IBEIBEI
IBEI
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LAN IP Address You can enter the LAN (Home) side's IP address. The default factory
setting is 192.186.0.254. The IP address should not overlap neither
the Available Address Range in DHCP setup, the PPTP server's
Available Address Range specified in PPTP Server Setup found on
the basic page of VPN, or the Available Address Range specified in
Automatic Setup on the Camera setup page.

Subnet Mask Enter the LAN (Home) side subnet mask.

Port No. of Setup pages | Enter a port number for the Setup pages. Use a port number less
than 65535. However, the numbers 1-1023 (excluding 80) because
they are well-known ports, and 53, 1723, and 10000 because they
are used by this product, cannot be used.

Port No. of Camera Enter a port number for the Camera Portal. Use a port number less
Portal than 65535. However, the numbers 1-1023 (excluding 80) because
they are well-known ports, and 53, 1723, and 10000 because they

are used by this product, cannot be used.

Note

When changing the LAN side network, for example, to 192.168.1.254, change the Available Address
Range in Automatic Setup in Camera accordingly.

DHCP Server
DHCP Server % Enable  Disable
Available &ddress Range I'I 42 168.01 L I'IBZ.'I GE.0.32

Devices connected to the LAN (Home) side are automatically assigned an IP address when using the
DHCP server function.

DHCP Server Devices connected to the LAN (Home) side are automatically
assigned an IP address. The default setting is set to Enable. When
setting IP address for all the devices connected to LAN side
manually, select Disable. When modifying DHCP server settings,
modify the IP addresses of each PC.

Available Address When using the DHCP server function, enter the private address
Range range in the data entry field. The maximum amount of characters is
128. Do not modify this unless necessary.

Static DHCP
The DHCP static function allows you to stabilize the IP address assigned to the PC by registering the
PC's MAC address.

[For assistance, please call: 1-800-272-7033] 75
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The window (right) is displayed by clicking Add.

Static DHCP C Enable & Disable
IF Address(LAN)
MMAC Address
Add | Back
Static DHCP Select Enable or Disable. When Enable is selected, the entry table

stabilizes the IP address set in the table, on the PC with the MAC
address set in the table. When Disable is selected, even if the other
headings are set they will not function. They will function, however, if
Enable is re-selected.

IP Address (LAN) Enter the IP address that you want to stabilize of the corresponding
PC.
MAC Address Enter the LAN card's MAC address of the corresponding PC. Enter

two numbers or letters between A-F (a-f) each time, separated by a
colon, ":" (e.g. 01:23:45:ab:cd:ef).

PPPOE

This function allows you to connect/disconnect PPPoE connection, when using it to connect with an
ISP. When the charge for Internet access is metered according to the contract with your ISP, select
Manual Connection.

The window (right) is displayed by clicking PPPoE.

Connection o Always ¢ MManual

Save Cancel

Always Connected whenever the power is turned on. This is the default
setting. You can disconnect manually on the PPPoE connection
page. (see page 99)

Manual Only connected when Connect is selected on the PPPoE connection
page. (see page 99) To disconnect PPPoE connection, click
Disconnect on the PPPoE connection page.
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DNS Relay

When stabilizing the IP address of a PC connected to the LAN (Home) side, it is necessary to enter
the DNS server address into the PC for it to connect to the Internet. DNS relay shortens this
troublesome process. Due to DNS relay, this product can inform PCs on the LAN (Home) network of
its existence like a DNS server. Regarding DNS inquiries from the LAN (Home) side, this product
contacts a specified DNS server on the WAN (Internet) side, on its behalf. Then it sends the reply back
to PCs on the LAN (Home) side.

The setup page is displayed by clicking DNS Relay.

Note
When connecting a DNS server to the LAN (Home) side, do not use DNS relay.

Enable This product sends/receives data to and from PCs on behalf of a
DNS server.

The default is set to Enable.

When stabilizing a PC's IP address, enter this product's IP address
(192.168.0.254) into the PC's DNS server address field.

Disable The DNS relay function will not work. When stabilizing a PC's IP
address, enter the DNS server address into the PC's DNS server
address field.

MTU Size

MTU is the largest possible packet that can be sent. The larger the value of MTU the bigger the packet
can be, which is forwarded in one go. However, if the value of MTU is too big, the packet may be split,
and forwarded in several parts. As a result, the forwarding speed is reduced. Usually, this product sets
an appropriate MTU value automatically. Only modify it when necessary.

The setup page is displayed by clicking (MTU Size).

Note
Data speed may be vastly reduced depending on the MTU settings.
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n
<
3
0
=~
o
I~
"]




Operating Instructions

Routing

This Function allows you to se

t dynamic routing and static routing.

The setup page is displayed by clicking Routing.

Dynamic Routing Setup

LAN Allows you to set Send & Receive, Receive only, Send only, and

Disable for path information held by this product, for RIP supporting
devices on the LAN (Home) side. The default is set to Disable.

WAN When sending path information to the WAN (Information) side, LAN

side information can be seen from the outside. It is possible to select
Send & Receive, Receive only, Send only, and Disable. The default
is set to Disable.

Static routing

Apart from dynamic routing which is determined automatically, up to 4 stable routing destinations can
be set. This allows the building of several subnetworks and the setting of a flexible routing system.

1. Click Routing in Option

2. Set Entry, Destination |

Gateway, and Metric, in Static Routing T e e

1 [Diseble =] | [ [ ' B

\ 2 [Disable 7] | I [ [

3. Click [Save]. _ o e | | o
* The restart window indicating that setup is |4 [Dibie o] | | I 1

complete is displayed.

4. Click [Restart].

Data Entry Field

S.

P Address, Netmask,

Sane Cancel

Entry

Specifying Enable in this heading enables the static routing setting
set previously. Select Disable if you do not want to use static routing.
Even if Disable is selected the entered settings will not be deleted.

Destination IP Address

Enter the IP address of the destination host or network.

Netmask Enter the netmask for the destination IP address.
Gateway Enter the gateway IP address.
Metric Select the Metric value from the dropdown list. Metric is the number
of routers that the packet will pass through.
Note

The destinations set in static routing are limited to the gateway IP address on this product's network.
However, gateways connected to WAN side ports using DHCP or PPPoE cannot be set as a static

routing forwarding destination.
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UPnP™

This product allows you to use UPnP™ compatible applications and UPnP™ compatible devices. The
UPNnP™ function is compatible with PCs that use a wired or wireless connection. Regarding the use
of UPnP™ supporting applications (Windows/MSN Messenger etc.) see page 110.

1.
2.
3.

Click UPnP in Options.

Set Enable/Disable for UPnP.

Set a time for Automatic deletion of UPnP port
mapping (IGD).

This function allows you to set a time to
delete the port opened dynamically by
Messenger supporting functions. Set atime
(hour) between 1 and 24 hours. If Indefinite
is selected, the port will not be deleted
automatically. In this case, it is necessary to
manually delete the port, either by
restarting this product, or clicking [Delete
Table] on the UPnP™ Port Mapping Table
on the status page.

4. Set the Time Setup for UPnP Port Open
Request (CP).

Set the time to open a port for forwarding a
packet to a UPnP™ compatible router
connected to the WAN side of this product.
If Request a Specified Time or Indefinite is
selected, first, a request is made to the
UPNnP™ compatible router for a port to be
opened for a specified time, but if that
request is denied, indefinite is requested. If
Request an Indefinite Time is selected,
indefinite is requested from the start.

Notes

Once a port has been registered, and the deleting time set above has passed, the port will
be deleted. No matter whether the application is being used or not, when the specified time

is reached the port is closed.

Enable/Disable

UPxP
IGD  Enable " Disable
cp © Enable ( Disable

Noie:CP function works only when DHCP or Statiz connection is used to
conzect to the ISP,

Automatic deletion of UPnP port mapping (1GD)
flcte Until Automatic deletion |indefinite

DNote:isfter deletion of port mapping sing the timer, if o reuse the
application which uses that port, restart the application.

Time Setup for UPnP Port Open Request (CP)

@ Request a Specified Time or Indofinite
" Request an Indefinite Time

To ensute security, this
product can delete the port
mapping used by UPaF
applications (2.5 MEN
Messenger) by automatic
timer.

When requesting the top
router to open a Setup,
Camera Partal, or Automatic
Camera Setup port, specify
the opening time

Save Cancel
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When using an application intermittently for over 24 hours, such as voice chat, set the timer
to indefinite. It is necessary to manually delete the port either by restarting this product, or
clicking Delete Table on the UPnP Port Mapping Table on the status page. (see page 103)
You may have to set the Time Setup for UPnP Port Open Request (CP) to Request an

Indefinite Time, depending upon the UPnP™ compatible router connected to the WAN side

of this product.

When setup is complete, click [Save].

The entered information is saved.

Note
When saving, do not cut the power supply. If cut, saving might not be completed successfully.

[For assistance, please call: 1-800-272-7033]
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80

6. When [Restart]is displayed on the setup page,
click it.

New settings are saved.

It is necessary to restart this product to complete the setting,
If you want to restart later, click the restart button on the restart page
If you want to restart it immediately, click the restart button below,

Restart

Notes

* When modifying address translation settings, also set the PCs connected to this product, and
restart the PCs.

¢ When setting Automatic deletion of UPnP™ port mapping to indefinite, the external port opened in
UPNnP™ will not close without instruction from the application. From a security perspective, when
using Windows/MSN Messenger, set the timer to delete the port automatically.

Also, when using Windows/MSN Messenger and the port is deleted by timer, shutdown Windows/
MSN Messenger once first before trying to sign in again. Windows/MSN Messenger will not
operate without once shutting down first.

¢ When this product is working under a UPnP™ supporting router connected to the WAN side,
sometimes the IGD function does not work in this product's security settings, which is due to the
router's specifications. Set the stealth mode settings of this product to Disable. (see page 64)

Working Under a UPnP™ Supporting Router

CP Function

The CP function allows you to control the port mapping of a UPnP™ supporting router connected to
the WAN side (hereinafter known as "Top router'). A device with this function is called a CP (Control
Point). This function is enabled for cameras registered on this product.

Notes
* Even if the Top router supports UPnP™ it may not work due to the Top router's specifications.

¢ When the settings for filtering sent data from WAN to LAN through the Top router have been set,
sometimes access from the Internet to the Camera Portal and cameras connected to the LAN side
is denied. It is necessary to modify the filtering settings of the Top router.

* When the Top router web server is using port number 80, either modify the Top router settings, or
change the port number of this product's web server to a number other than 80 (e.g. 8081). (see
page 74)

When changing this product's web server's port number, specify the new port number in the web
browser's address bar. (e.g. "http://WAN_side_IP_address:8081")

¢ Sometimes the CP function does not work, due to the Top router's specifications.

Display of UPnP™ Related Information

UPnP™ Log

Information about port mapping performed by Windows/MSN Messenger on this product is displayed.
It is necessary to set the IGD function on UPnP™ on the options page to Enable in advance.
Information about request logs performed by Windows/MSN Messenger on this product is displayed,
most recent first. It can hold up to 400 logs. If 400 logs is exceeded, old logs will be deleted. Also, when
this product is restarted, UPnP™ log information will be deleted.

Regarding methods of checking the UPnP™ logs, see page 105.
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MAC Clone

You can clone the MAC address of your PC's network adapter onto this product.

A MAC address is a 12-digit code assigned to a unique piece of hardware for identification. Some ISPs
require that you register the MAC address of your PC's network adaptor, which was connected to your
cable or DSL modem during installation.

To enable MAC address cloning, enter your adaptor's MAC address in the New MAC address field, and
click [Save].

To disable MAC address cloning and the keep the default setting, click [Cancell].
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3.2.5 Using IPv6 Options

82

This function allows you to perform detailed IPv6 settings on this product. Only modify these settings
if essential. You may need specialist knowledge when performing these settings.

The options setup page allows you to set LAN (Home) settings and WAN (Internet) access settings. It
is possible to set the following 3 headings: IPv6 Address(LAN)/RA, Link MTU size, and Routing.

TPv6 Options

Link MTTU size Routing

IPv6 Address(LAN)
RA

When necessary, take the following steps to modify Options.

1. Click [IPv6 Options] on the setup page.
* See next page for details of each heading.  rsaweaay s [254
2. Select a setup heading at the top of the page.
R& & Enable © Disable

3. Enter the modified data in the data entry field.

* To return to the original settings, click S
[Cancel].
4. When setup is complete, click [Save].
* The entered information is saved.
5. When [Restart]is displayed on the setup page,
click it.
Note
When modifying IPv6 options, set the PC(s) connected to this product accordingly, then restart
the PC(s).

IPv6 Address(LAN) RA
IPv6é Address(LAN)

IPv6 Address(LAN)

1P Address(LAN) femn: |254

IPv6 Address(LAN) Sets this product's LAN IPv6 link local address. The default setting is
fe80::254.
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RA(Router Advertisement)

RA({Router Advertisement)

R4 & Enable © Disable
Save | Cancel |
RA Sets whether to Enable or Disable the sending of RA from this

product to the LAN side. Usually, it is not necessary to change this
setting. The default setting is Enable.

Notes

¢ Please note that when Disable is selected, sometimes the IPv6 network of IPv4/IPv6 cameras (BB-
HCM311A etc.) cannot be set.

e The RA is disabled when the WAN side IPv6 global address is not assigned.

Link MTU size

This function allows you set the WAN side IPv6 link MTU size. Link MTU size is the maximum packet
size that can be sent within the IPv6 network segment.
The setup page is displayed by clicking Link MTU size.

IPv6 connection You can set the IPv6 link MTU size to between 1280 and 1500 bytes.
Do not change this setting unless necessary. The default setting is
1500.
Notes

¢ Data speed may be vastly reduced depending on the link MTU settings.
e Some set values may not be used depending on the connection type.

Routing

This function allows you to set dynamic routing and static routing.
The setup page is displayed by clicking Routing.

IPv6 Dynamic Routing

LAN Allows you to set Send & Receive, Receive only, Send only, and
Disable path information held by this product, for RIPng supporting
devices on the LAN (Home) side. The default is set to Disable.

WAN When sending path information to the WAN (Internet) side, LAN side
information can be seen from the outside. It is possible to select
Send & Receive, Receive only, Send only, and Disable. The default
is set to Disable.

Note

Please note that this product's LAN network information is made accessible to the WAN side when
either Send & Receive or Receive only are selected.

[For assistance, please call: 1-800-272-7033] 83
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IPv6 Static Routing

This product allows you to set 4 stable gateways, as well as automatically selecting dynamic routing.
Therefore it is possible to build several networks working under this product, and set a flexible routing
system.

1. Click Routing in Options.
2. SetEntry, Destination IPv6 Address, Gateway,

I/F and Metric, in IPv6 Static Routing. T
No.| Eniry IF Metric
3. Click [Save]. 1 e I T mmar—
* The restart window indicating that setup is |, |55 | I
complete is displayed. '
+ | El I T e=ir—
4. Click [Restart]. || e
Data Entry Field
Entry Specifying Enable in this heading enables the static routing setting

set previously. Select Disable if you do not want to use static routing.
Even if Disable is selected the entered settings will not be deleted.

Destination IPv6 Enter the IPv6 address and prefix to be routed.

Address

Gateway Set the IPv6 address of the next router on the route after this
product.

I/F Set the I/F where the gateway exists.

Metric Set the number of hops to be made to reach the Destination IPv6

Address. Enter a number between 1 and 255.
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3.2.6 Using VPN (PPTP)

This product allows you to create a VPN (Virtual Private Network) using PPTP (Point-to-Point

Tunneling Protocol). A VPN is private network that is as safe as an exclusive line and travels through
the Internet. Using this function, camera images from PCs in far away places can be viewed safely.

See page 119 when performing these settings.
Note

When connecting a PPTP Client to the LAN side of this product, set this product's PPTP Server to
Disable.

PC
(PPTP Client) (PPTP Client)

1. Check Enable by PPTP Server.

2. Enter the User Name and Password and click
[Save].

* The restart window indicating that the user
name and password have been set is

This Product
(PPTP Server)

(e.g. BB-HCM311A)

PPTP Server Settings

PPTP Server © Enable @ Disable

Available Address Range IIHZIEEDH]EI ,IWZWEBDTD}

DNote: The mairum range is 4 addresses.

User Registration

displayed. Al T
, 2 [
3. Click [Restart]. A |
* Aiter the window that indicates that this Al [
product will restart, the top page is
displayed. e Z%ﬁ;:“;“;f;ﬁwﬁ“‘x&m%“m e
sﬁmengéhﬁ?f [i?lgre not allowed,
(e s o gt o et ol
81( is stromgly recorntasnded to change password regularly for ssourity
Save Cancel
Data Entry Field
PPTP Server Select Enable or Disable.
Available Address An IP address is assigned from the PPTP server when connected.
Range The maximum available address range is 4. It should not overlap the
IP address used in DHCP (see page 74). Factory default is set to
192.168.0.100 - 192.168.0.103.
User Name/Password Enter a user name and password. 4 sets can be registered.

[For assistance, please call: 1-800-272-7033]
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Note

The PPTP client connecting to this product's PPTP server only supports Windows XP or Windows

2000 PPTP clients.

Options

This function allows you to set up an authentication method and encryption method.

1. Check MS-CHAP or MS-CHAPV2 are used; or

Only MS-CHAPV2 is used, in Authentication
Method Setup.

2. Check either None, MPPE 40 bit or MPPE 128

Belect the encryption method of the password.
& WIS-CHAF or M3-CHAPZ are used

€ Only M3-CHAP+2 is used,

bit are permitted; MPPE 40 bit or MPPE 128 bit

are permitted; or MPPE 128 bit is permitted, in

Encryption. Select the encryption method of the body of the messags
(& Hone, MFPE 40 bit, or MPPE 128 bit are permitted
3. When setup is complete, click [Save]. ' DFFE 40 bit or MPPE 128 bt are peamitted

4. When[Restart]is displayed on the setup page,

click it.

Data Entry Field

' MPPE 128 bit is permitted

Save Cancel

Authentication

This function allows you to specify a password authentication
method. When PPP connected, the MS-CHAP and MS-CHAPV2 use
an encryption authentication method whereby the user name and
password are encrypted and authenticated. The MS-CHAP
authenticates encrypted data in one direction, from the client to this
product only. Whereas the MS-CHAPv2 authenticates data traveling
in both directions, so is even more secure than the MS-CHAP. Select
MS-CHAP or MS-CHAPV2 are used; or Only MS-CHAPV2 is used.
The default is set to MS-CHAP or MS-CHAPv2 are used.

Encryption

This function allows you to specify an encryption method for the
main body of the message. MPPE encrypts VPN connection data
using PPTP. There are two encryption methods, which are MPPE
128 bit (strong) and MPPE 40 bit (standard), and data security
between this product and the PPTP connection is consolidated.
Check either None, MPPE 40 bit or MPPE 128 bit are permitted;
MPPE 40 bit or MPPE 128 bit are permitted; or MPPE 128 bit is
permitted. The default is set to MPPE 40 bit or MPPE 128 bit are
permitted.
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3.2.7 Using VPN (IPsec)

This function allows you to construct a VPN using IPsec when communicating using IPv6. A VPN is
private network that is as safe as an exclusive line and travels through the Internet. You may need
specialist knowledge when performing these settings.

Internet

IPsec Tunnel

1. Click Add under the Control heading.

* The Destination Information page is Pose Pt Gttt Rl b st oy
displayed.

Security Policy Database Registration

‘ Name | Control ‘ Entry Destination IPv6 Address ‘
| Add | |

Note: Up to 10 zegistratiors

T
(2]
~

2. Enter the necessary data and click [Add]. 6

e After restart is performed, the top page will  puswseriene | S
be displayed. Foiey  Susls € Disss ®
e Up to 10 databases can be registered. Preshated Key I
Retype Pre-shared Key [
3. Check Enable next to IPsec. ST Bl T e
e Either the initiator or responder of this Destinstion Pve WAN sasress |
product will operate. Destinion LAN netmok I 1

Options Setup ﬂl
4. Click [Save].

5. Click [Restart]. N N R

Notes
e After adding a Security Policy Database, ensure that IPsec is set to Enable before saving.
* |Psec can only be used with IPv6.

Security Policy Database Registration

Up to 10 security policy database entries can be made.

Data Entry Field

Database Name Enter a name for the IPsec database.
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Entry Selecting Enable, enables the entered IPsec settings. When you do
not want to use IPsec select Disable. Even if Disable is selected the
entered settings will not be deleted.

Pre-shared Key Sets the pre-shared key. Enter between 8 and 64 alphanumeric
characters. The secret shared key used in IPsec is created based on
the pre-shared key, so do not let third parties know your pre-shared
key. This is in order to maintain communication security.

Destination IPvé WAN Sets the other party's WAN IPv6 global address.

address

Destination LAN Set the other party's LAN network prefix and prefix length. Set a

network global prefix for the prefix. Also, make sure that this product's LAN
side network is a different network from the destination's LAN side
network. Please note that a link local address cannot be set.

Options Setup Sets detailed IPsec-related settings. (see page 89)

* An example of Destination IPv6 WAN address / Destination LAN network setup
IPsec Connection: Example 1

Destination IPv6 WAN address

Own LAN Network 1: 2001:1002::% * * *
2001:1001: * * * *::/64 Destination LAN Network 2:
2001:1002: * * x *::/64

Enter "2001:1002:: * x x" for the Destination IPv6é WAN address.
Enter "2001:1002:% * * x::", prefix length "64" for the Destination LAN network.

IPsec Connection: Example 2
In the example below, IPsec will not operate because the two networks are the same.

Own LAN Network 1: 2001:1002::% * * %
2001:1001: * * x *::/64 Destination LAN Network 2:
2001:1001: * * * *::/64

Notes
* The prefix length of the destination LAN network
When the destination is this product, set the prefix length as below.

— Tunneling, Static vé Connection:  Set the prefix length set on LAN side prefix.
— 6to4 Connection: Set the prefix length to 48.

* When viewing images from an IPv6 compatible camera (e.g. BB-HCM311A) via a destination
router when connected using IPsec, set the camera's network (IPv6) to Enable for Access from the
Internet. For more details see the camera's Operating Instructions.
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IPsec Options Setup

It is possible to perform detailed IPsec connection settings. Usually they do not need to be modified.
You may need specialist knowledge when performing these settings.

@ IPvé Address © Domain Hame

Owrn LAN Network @ Al specify

| 0
Phasedsemy |

Phase 1 Setup

Conversion lﬁ
Mode Main
Life Time & Hour(s) |0 Minute(s)

Proposal

HNo. Eniry Encryption Hash D

bl
g
=

ra
1

U | ®Ensble | CDisable | [30ES [~ | [SHAT =]

2 | @ Enable | © Disable | [3DES = o[ wos = ez
3 | @ Enable | © Disable | |DES ERRESI i
4 | ®Enable | CDisavle | |DES TR i B

Phase 2 Setup

Life Time 8 Hows) |0  Minute(s)

Basic

FE3 Enable DH Group 2 »

Proposal
No. Eniry Encryption Hash
1 * Enable " Disahle |3DE5 j ISHA—1 j
2 | @Enale | CDisable | [3DES =] [mDs =]
3 * Enable " Disahle IDES j ISHA—1 j
4 | @Enale | O Dissble | |DES =l [mDs =]

Save | Cancel | Back |

m
c
=]
O
=~
o
=]
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Set an ID indicating your identity. You can set an IPv6 Address or
Domain Name. If a Domain Name is set, set the Conversion Mode to
Aggressive.

Domain Name

When your ID is a Domain Name, set it here.

Own LAN Network

Select All or Specify packet source IP addresses. When All is
selected, the packets of all global addresses on the LAN side, are
encapsulated using IPsec. When Specify is selected, the packets of
specified global addresses on the LAN side, are encapsulated using
IPsec.

LAN Network

When Own LAN Network is set to Specify, set the source network
address (prefix) of the packets to be encapsulated.

[For assistance, please call: 1-800-272-7033]
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Phase 1 Setup

Conversion Mode

Set the IKE phase 1 conversion mode to Main or Aggressive. The
key conversion procedure for Aggressive is simpler but security is
slightly reduced.

Life Time

Set the IKE SA lifetime. The time must be set between 5 minutes and
2400 hours.

Proposal Entry

Set whether to Enable or Disable this proposal. Proposals that are
disabled will not be proposed.

Proposal Encryption

Set the method of encryption used in phase 1. Select an encryption
method from DES, 3DES, AES (128 bit), AES (192 bit), and AES
(256 bit).

Proposal Hash

Set the authentication algorithm (hash). Select from MD5 and SHA-
1.

Proposal DH Group

Set the DH (Diffie-Hellman) group used in phase 1. Select between 1
and 2. DH group 2 is has increased security compared to DH group
1, but group 1 is not weak.

Phase 2 Setup
Life Time Set the IPsec SA lifetime. The time must be set between 5 minutes
and 2400 hours.
PFS Set whether to turn on PFS (Perfect Forward Security) in phase 2.

Select from Enable DH Group 2, Enable DH Group 1, and Disable.
When Enable Group 2 is selected, the Diffie-Hellman exchange is re-
performed in phase 2, and DH Group 2 creates a secret shared key.
When Enable Group 1 is selected, the Diffie-Hellman exchange is re-
performed in phase 2, and DH Group 1 creates a secret shared key.
When Disabled is selected, the secret shared key created in phase 1
is used in phase 2. Security is increased when PFS is enabled rather
than disabled.

Proposal Entry

Set whether to Enable or Disable this proposal. Proposals that have
Disable set will not be proposed.

Proposal Encryption

Set the method of encryption. Select from an encryption method
from DES, 3DES, AES (128 bit), AES (192 bit), AES (256 bit) and
NULL.

Proposal Hash

Set the authentication algorithm (hash). Select from MD5, SHA-1,
and None (authentication algorithm not used).

Notes

* When the conversion mode is set to Aggressive, both IPsec devices must have the same DH group

set.

* When connecting an IPsec camera to the WAN side, the conversion mode must be set to Main.
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3.2.8 Using Applications

This product, apart from the basic programs (firmware) that control the camera, has an application
platform function.

*  The Panasonic Support Website is located at http:/panasonic.co.jp/pcc/products/en/
netwkcam/.
Note

This product comes with the Camera Status Notification and Cell Phone Camera Portal applications
pre-installed.

Registering Applications

1. Click [Applications] on the setup page.
File Hame Browse.

2. To choose an application, click [Browse...].
Start Cancel

* The Choose File dialog box is displayed.

Execution Contral and Registration Deletion of Applications

3- Select the application you want to install from The name, version and block used of s giststed applications are displayed. By selecting an

application and slicking the button, itis possible to Execute, Disable, Setup or Delete applications.

the file list, and click [Open] When spplicstions are being exscuted, In Use is displayed
 The selected file is displayed in the File i i e g

o the caroera page

Name field.

Application fist (ex empty blacks)

[ln Usa] Cell Phane Camera Portal [ver. * =i * Blodk]
[ln Use] Camera Status Nofication [ver. *#* Black]

Execute Disahle Setup Delete

4. Click [Start].
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Application list (x+ enpty blacks)

After an app”cation has been registered, — |[In Use] Cell Phone Camera Portal [Ver. * *r* Block]
e . . . . [InUse] Camera Status Motification [Yer. *#* Block]
it is displayed on the Application list.

Execute Disahle Setup Delete

Note
These applications are only available when using IPv4 and not IPv6.
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Application List

Application st (s empty blocks) (1) Executes disabled applications. (see below)
[InUge] Cell Fhone Camera Portal [Yer **/* Block] H H :
[In Use] Carnera Status MNotification [Ver. **r* Block] @ Disables appllcatlons' (See bE|OW)

@ It may be necessary to change settings
depending on the application. (see the
Instructions for each application)

(4) Deletes applications. (see below)

Execute | Disahble | Setup | Delete |

® ®

Controlling and Deleting Applications

1. Click [Applications] on the setup page.

2. Selectan application and click either [Disable],  apptisstion st s empty stocks)

[Setup] or [Delete].

* When deleting, a confirmation dialog box is
displayed. Check whether the application is
correct and click [Yes].

* See the Instructions of each application for
more information on the Setup page.

er## o+ Block

fer * ¥+ Bilock

I

In Use] Cell Phone Carnera Portal

In Use] Camera Status Motification

Executel (Disahle D( Setup D( Delete \D

Executing Disabled Applications

1. Click [Applications] on the setup page.

2. Select an application and click [Execute]. Application st (s emply blorks)

ar. * #* Block

[In Usa] Cell Fhone Camera Fortal [ ]
[Wer * ** Block

[In Use] Cameta Status Motification

(| Execute I} Disahle Setup Delete

Notes

* In default settings the applications are disabled. To start an application click
[Execute].

* When this product is restarted, applications will remain in the current status (executed or
disabled).
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Application E-mail
This function allows you to set mail forwarding used in the application platform function.
* This setting may be necessary depending on the application.

1. Click [E-mail Setup for Applications].

SMTP Server [P Address o1 I
Host Name

2. Seteach heading and click [Save].

POP3 Berver [P Address or
Host Name

3. Click [Restart]. Logiio

Paseword

[
I
[
Reply B-mail & ddress [

Destination E-mail Address

Destinstion E-mail 4 déress 1

Destination E-mail & ddress 2

Destination E-mail Address 4

I
I
Destination E-mal Address3 |
I
Destinstion E-mall Address 5 |

Save Cancel

Data Entry Field

SMTP Server IP Enter the sent mail (SMTP) server's address*! or host name (1-255
Address or Host Name characters)*z. m
c
POP3 Server IP Enter the received mail (POP3) server's address*! or host name (1- =
Address or Host Name 255 characters)*z. 2
—
Login ID Enter the received mail (POP3) server's login 1D.*3 g
. . »
Password Enter the received mail (POP3) server's password.*3

Reply E-mail Address*2 | Enter the return destination's (sent source) E-mail address. It is
recommended that you enter the administrator's E-mail Address.

Destination E-mail Up to 5 E-mail destinations can be set.
Address 1 - Destination
E-mail Address 5*2

*1 Set 4 numbers (0-255) and 3 periods, in the form of 192.163.0.253 (However 0.0.0.0 or
255.255.255.255 cannot be used.)

*2 Only alphanumeric characters can be used. However, [Space], ["], ['], [#], [&], [%], [=], [+], [?], [<],
[>], and [:] cannot be used.

*3 When POPS authentication is required during mail forwarding, set it, checking with the network
administrator or ISP.

Note
SMTP authentication is not supported.
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3.3 Managing This Product
3.3.1 Changing The Password

This function allows you to change the password for access to the Camera Portal and the setup page.

1. Click [Password] on the setup page. BT

2. Enter a new User Name (6 - 15 characters) in
the User Name data field in either the Setup
Pages or Camera Portal.

Camera Porial

3. Enteranew Password (6 - 15 characters) in the
Password data field, then re-enter in the
Retype Password data field.

* You can set one password in Setup Pages N
and up to 4 in Camera Portal.

Notes
* When re-entering the password, do not use the copy or paste functions.
e User names and passwords are case-sensitive.

4. Click [Save].

¢ When password modification is complete,
the window on the right will be displayed.

New settings are saved.

It is necessary to restart this product to complete the setting,
If you want to restart later, click the restart button on the restart page
If you want to restart it immediately, click the restart button below,

Restart

e If the entered password is incorrect, the x|

window on the right will be displayed.
& Setup pages: The Password was not retyped correctly,

If you forget your user name and password...
Push the FACTORY DEFAULT RESET button and initialize this product. (see page 109)
Settings will return to the default state. Re-set the user name and password.
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3.3.2 Updating Firmware

To prevent leaks of customer information, illegal operation of this product, interference or involuntary
shutdown etc, update firmware regularly. The most recent firmware file can be found on Panasonic's
Support Website (http://panasonic.co.jp/pcc/products/en/netwkcam/).

Before using the update firmware function, download the firmware file to your PC. See the support
website for more details.

When downloading an old firmware version, the setup information may be reset to factory default. See
Release Note for more details.

1. Click [Update Firmware] on the setup page.

File Name ,— Browse
ﬂl Cancel
2. Click [Browse...] to select the firmware file. 21
Look in [ {5y Computer | e®me B

e The Choose file window is displayed.

3% Floppy (4)
Local Disk (C:)
GD-ROM (D3}

3. Select the firmware file you want to install from
the file list, and click [Open].
e The selected file is displayed in the File
Name field of the update firmware page.

o
File name: I = o |
P

Files of type: [0 Fies 1 | Cancel

4. Click [Start].
* Firmware is updated.

Note

When updating firmware do not cut the power supply. If cut, the update might not be completed
successfully.

(If the power is inadvertently cut, the power indicator will blink green the next time power is
turned on. Re-update firmware referring to The POWER indicator is blinking green (see page
31) in Installation/Troubleshooting).

n
<
3
0
=~
o
I~
"]

* When the firmware update is complete, this product will automatically restart.

e If the firmware update was not completed successfully, an error message will be displayed.
(see table below)

Notes

* |tmay be necessary to initialize settings after updating firmware. See Panasonic's Support Website
for details. Push the FACTORY DEFAULT RESET button to re-initialize. (see page 109)

* When using the DHCP server function (see page 74), restart all the LAN (Home) side PCs
connected to this product.

Error Message Cause and Remedy

Incorrect file The firmware file you have selected is invalid for this product. Select
a valid file. See the explanation (readme.txt etc.) attached to the file,
and check that it is compatible with this product's software version.
(see page 102) When it is not compatible, download a more recent
firmware file, which is compatible with the software version from
http://panasonic.co.jp/pcc/products/en/netwkcam/.
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Error Message Cause and Remedy
Out of Memory The built-in memory of this product is reduced due to load
processing.
After restarting this product, re-update the firmware.
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3.3.3

Saving Settings

This function allows you to save setup files, and load the saved files.

Save Settings

1.
2.

Click [Save Settings] on the setup page.

Click Creating a configuration file.
e The download wizard window is displayed.

Specify the Location and File name, and Save.

Note
Applications cannot be saved.

Load Settings

1.

Click [Save Settings] on the setup page.

Click [Browse...] to select the file to be loaded.

e The Choose File window is displayed.

Select the file to be loaded from the file list, and

click [Open].

e The selected file is displayed in the File
Name field of the loading settings page.

Click [Load].

Click [Reboot].
e This product is restarted.

Notes

Save Settings

This feature allows you to save all seitings of this product.
Creating a configuration file

MNote: &pplication programs cannot he saved

Load Settings

This feature allows you io load all settings from the configuration file.

Select the configuration file and click the “Load” button.

File Name Brawse
Lioar! Reset

m
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* When the file you are attempting to load is damaged or invalid, an error message is

displayed.

* After loading settings, all applications are disabled. Execute the application function on the

setup page.
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3.3.4 Restarting

When restarting, this product's setup information is saved.

1. Click [Restart] on the setup page.
Festart |

2. Click [Restart].
e This product is restarted.

Notes

e When using the DHCP server function (see page 74), restart all LAN (Home) side PCs
connected to this product.

* When this product is restarted, applications will remain in the current status (executed or
disabled).

3.3.5 Initializing The Settings

This function resets all settings to the factory default. (see page 131)

1. Click [Factory Default] on the setup page.

Initialize the settings

Factory Default

2. Click [Factory Default].
* All settings are reset.

Notes
* When using the DHCP server function (see page 74), restart all LAN (Home) side PCs
connected to this product.

* Applications cannot be reset to factory default. When resetting factory default, all
applications are disabled. Execute the application function on the setup page.
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3.3.6 Using PPPoE Connection

This function allows you to manually connect/disconnect the PPPoE connection to your ISP. When
cutting this product's power supply, manually disconnect the PPPoE connection before doing so. If the
power is turned off before PPPoE is manually disconnected, it may take some time to re-connect once
the power has been turned back on.

Connecting PPPoE

1. Click [PPPoE Connection] on the setup page.

ISP Name — thees

2. Click [Connect] to start PPPoE connection.

Status: Disconnected

Connect Disconnect

Disconnecting PPPoE

1. Click [PPPoE Connection] on the setup page.

ISP Name e

2. Click [Disconnect] to disconnect.

Status: Connscted

Connect Disconnect

Notes
e This function can be used irrespective of the type (always or manual) of PPPoE connection.

e If PPPOE is disconnected from the WAN (Internet) side, this product cannot be re-accessed
from the WAN side.

Session keep-alive function

This product has a session keep-alive function. This is when using the always mode of PPPoE

connection, if connection with the ISP's server is disconnected for some reason, the session keep-alive

function automatically tries to regain connection. This function also has the following characteristics:

e |tis enabled during always connection mode. During manual connection mode, it will not connect
automatically.

e It will try to regain connection after 1, 2, 3....9, 10 minutes, and every 10 minutes after that.
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3.3.7 Using VPN (IPsec) Connection

This function allows you to manually connect and disconnect VPN (IPsec) connection.

Connecting VPN (IPsec)

1. Click [VPN (IPsec)] on the setup page.
uslip State : Disconnected Connect Disconnect
2. Click [Connect] to start VPN (IPsec)
connection.

Disconnecting VPN (IPsec)
1. Click [VPN (IPsec)] on the setup page.

nect
uslip State : Connected Connect Discannect

2. Click [Disconnect] to disconnect.
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3.3.8 Confirming Network Connection

The Ping function allows you to check if each device on the WAN (Internet) side or LAN (Home) side
is connected to this product on a TCP/IP network. When a device is connected successfully, Success!
is displayed.

1. Click [Ping] on the setup page.
IP Address orHost Name [
2. Enterthe IP address (e.g. "192.168.0.1") or
host name of the device you would like to i W S
check.

¢ Click [Cancel] to return the IP address or
host name fields to a blank field.

3. Click [Ping].
* When a device is connected successfully,

!
the window on the right is displayed. Success!

Reply from 192.168.0 254 icmp_seg=1 bytes=6d TTL=0

* When there is no response from the
specified IP address, the window on the
right is displayed.

Mo tesponse from 192 16203

Notes

* Even if the website can be accessed, sometimes it cannot respond to the Ping.

¢ When the host name cannot be found in the DNS, "XXX is not found" is displayed.
* An IPv6 address cannot be entered.

n
c
=
[}
=3
o
~
7

[For assistance, please call: 1-800-272-7033] 101



Operating Instructions

3.4 Getting Information
3.4.1 Getting Network Information

This page displays information that is useful when contacting an authorized servicenter, such as
Network Status, UPnP Port Mapping Table and Camera Status.

Network Status and IPv6 Network Status

These pages show hardware and software version information for IPv4 and IPv6 connections. This
information is useful when contacting an authorized servicenter.

Dlsplay
IPv6 Networlk Status Display |

UPnP Port Mapping Table Dizplay |
Camera Status Display |

1. Click [Status] on the setup page.
* When displaying IPv6 Network Status, click
IPv6 Setup on the menu page before
clicking Status.

2. Click [Display] Network Status.
e Click [Display] IPv6 Network Status for IPv6 s Torsmn
network information. e e

MAC Address (WAL
MAC Address (LAN)
Used Memory
Availabls Memoty

Note

When [Save] at the bottom of the page is clicked, the file download window is displayed. Specify
the Location and File Name, and save the contents displayed.

UPnP™ Port Mapping Table

UPNnP™ port mapping information registered on this product is displayed. Up to 128 pieces of
information can be displayed. When restarting this product, UPnP™ port mapping registration
information is deleted.

UPNnP™ port mapping information can be checked by following the steps below:

1. Click [Status] on the setup page. Eriemnal Tnternal Remate| V210

No. Siatus | Client  Protocol —p 5% o080 00 ':':.E.; Time Stamp | Explanation

IPCamera

2. Click [DISpIay] UPnP Port Mapplng Table. 1 (Enable|1921680353 TCE | 0000 50000 | indefinie 11730 154705 002100253

1n:50000)

Headings Displayed

Registered UPnP™ port mapping information

No. The maximum number of UPNP™ port mapping registrations is 128.

Two types of status are shown below:

1 When IGD in UPnP in Options is set to Enable, No. of Current
Registrations/128 is displayed in the No. column.

2 When IGD in UPnP in Options is set to Disable, 0/128 is
displayed in the No. column.

102



Operating Instructions

Status Displays whether port mapping is enabled or disabled.
Client The client's IP address is displayed.
Protocol The protocol, which is subject of the set information, is displayed.

Either TCP or UDP is displayed.

External Port

The external (WAN side) port number in the set port information is
displayed.

Internal Port

The client side's port number in the set port information is displayed.

Remote Host

When the client requests additional ports from a specified network
device, the device's host IP address is displayed. If there is no
access control, " * " is displayed.

Valid Time (sec)

When an valid time is set for the registered UPnP™ port by the
client, that valid time is displayed in seconds. When an valid time is
not set, indefinite is displayed.

Time Stamp The time when the client first registered using UPnP™ is displayed.
The time is calculated based on the PC's clock. If the time looks
incorrect, adjust your clock's settings.

Explanation Information sent from applications is displayed.

Deleting UPnP™ port mapping registered information

This function allows you to delete the UPnP™ port mapping table registered on this product. The whole
of the table will be deleted by clicking the delete table button.

Take the following steps to delete the registered UPnP™ port mapping table:

1. Click [Delete Table] on the UPnP port mapping

table page.

External | Iniernal Remote
Protocel Tpont | Port | Host

Valid Time
(see)

Time Stamp ‘Expluniinn

|Nn. ‘sm-u ‘Cl.iunl

The Remoie Host rectricts network clients and is used as a form of security.

* Awindow indicating that the table has Deen < i mek cients access toieisprodt i oo e

deleted is displayed.

Notes

Delete Table Back

e Even if Windows/MSN Messenger is shutdown, UPnP™ port mapping can sometimes
remain. Therefore, when the number of UPnP™ port mapping registrations exceeds the
maximum of 128, those new registrations are ignored and Windows/MSN Messenger
cannot be used. In that case, delete the port mapping table once.

*  When the registered UPnP™ port mapping information is deleted and the connection is cut
while Windows/MSN Messenger is activated, shut Windows/MSN Messenger down once
and restart it again. Windows/MSN Messenger will not work by simply signing in again.

[For assistance, please call: 1-800-272-7033] 103

n
<
3
0
=~
o
I~
"]




Operating Instructions

Camera Status

This function displays the registered information of cameras connected to this product. The maximum
number of cameras is 16. These are cameras that have been setup automatically. The information for
cameras setup manually is not displayed. Take the following steps to check the camera information.

1. Click [Status] on the setup page.

2. Click [Display] Camera Status. By 116

No. Camera Name Status(IPrd) Status(IPvs)

1 caml Private Private

Back
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3.4.2 Viewing Logs

This function displays the various logs created by this product. The logs are displayed from the most
recent first, and when full, they are deleted and replaced by new logs.

Notes
e Itis important to always use your user name and password for authentication when using this
product.

¢ Access information (user name/password), this product's setup information, application setup
information, logs and other system management information is the responsibility of the customer.
Access to this information should be limited to users or user groups, and third parties should not
be allowed to refer to, modify, delete or copy this information. Information such as user name,
password, setup and management information should be kept confidential.

* The log time is calculated based on the clock of the PC that monitors the log. If the time looks
incorrect, adjust your clock's settings and re-display the log.

* When restarting, log information is deleted.

* By clicking [Save] at the bottom of each display page, the file download window is displayed.
Specify the Location and File Name, and Save the contents displayed.

Filtering Log and IPv6 Filtering Log

This function allows packet information to be registered, if the packet is processed by the entry
checked in [Log Output] on the packet filtering page. Packet information such as filter number, status,
direction, and source/destination port number, up to 4000 pieces of information can be viewed. When
connecting using IPv6, it is possible to view IPv6 filtering logs.

U

1. Click [Log] on the setup page. HoLogs §
i i i i No. [Filter Number |Status Direm'nn‘ Souree ‘ Destination Protocol Times n

2. Click [Display] Filtering Log. 7 s Fot I s [P i) g..
=]

(7))

3. Click [Reload] to display the latest log page. Relost | Daite | Seva | Back
* To delete a recorded log, click [Delete].

Note

When the filter number of the log is displayed as "P-P", "SHR", "W-C", "W-P", "STL", "STL
(Ident)", "SPI", "DoS", or "GOR", easy security settings filtering is being displayed. See pages
64 and 69 for more details.

UPnP™ Log (General) and UPnP™ Log (CP)

The UPnP™ |ogs (general) function allows you to display a list of logs of port mapping additions,
deletions, and failures. The UPnP™ logs (CP function) function allows you to display a list of logs of
UPnP™ CP function port mapping additions, deletions, and failures. The maximum number of saved
logs and the maximum number of logs on one page is 400.

1. Click [Log] on the setup page. Ve s
2. Click [Display] UPnP Log. Client
No. | Timestamp Event Protocol External Port
IP Address [Port

3. Click [Reload] to display the latest log page.
* To delete a recorded log, click [Delete]. Reload | Delete | Save | Back |
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Headings Displayed

No. This is the log number. Numbers are attributed from the most recent.

Timestamp The time when this product performed the port operation is
displayed. The time is calculated based on the PC's clock. If the time
looks incorrect, adjust your clock's settings.

Event The content of the port operation is displayed. The message

displayed is one of the following:

e [Port addition]: Port was added.

e [Port addition failure]: Port was not added.

[Port removal]: Port was deleted.

[Port removal (by user operation)]: Port was deleted by the user.

[Port removal failure]: Port was not deleted.

[All port removal (by user operation)]: All ports were deleted by

the user.

e [Auto port removal (by user operation)]: The time set in Automatic
deletion of UPnP port mapping has passed.

¢ [Auto port removal (by application setting)]: The time specified by
the application in use has passed.

e [Port addition failure (only permanent)]: Port was not added.

* [Port addition failure (require same port for internal/external)]:
Port was not added.

Client (IP Address, Port)

The client side's IP address and port number in the specified port
information is displayed.

Protocol

The protocol for the specified information is displayed. TCP or UDP
is displayed.

External Port

The external (WAN side) port number in the specified port
information is displayed.

Connection Log

The connection, disconnection and authentication logs during PPPoE or DHCP connection are
displayed. You can check the connecting IP address in the connection log. 100 logs can be displayed
on 1 page and 400 can be recorded in total. When there are more than 100 logs, select the page
number at the bottom of the page and search for the required log.

1. Click [Log] on the setup page.

2. Click [Display] Connection Log.
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Viewnetcam.com Log

This function allows you to display data communication logs to/from the Viewnetcam.com server. 100
logs can be displayed on 1 page and 400 can be recorded in total.

1. Click [Log] on the setup page. ——

2. Click [Display] Viewnetcam.com Log.

W Timestamp Log Message Registered IP Address

Reload | Delete | Savel Elackl

VPN (PPTP) Connection Log

This function allows you to register up to 400 VPN (PPTP) Logs. 100 logs can be displayed on 1 page
and 400 can be recorded in total.

1. Click [Log] on the setup page.

HoLogs

2. Click [Display] VPN (PPTP) Connection Log. Mo Tessn [Evne Clent I s essed P adioes tsrmame |

Reload | Delete | Savel Elal:kl

Mail Transmission Log

This function allows you to view the history of mail transmission. 100 logs can be displayed on 1 page
and 400 can be recorded in total.

1. Click [Log] on the setup page. Ho Logs
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2. Click [Display] Mail Transmission Log.

’E|Ti.mestamp |Lng Message |Desﬁ.1mti.nn

Feload | Delete | Sa\.fel Elackl

VPN (IPsec) Connection Log

This function allows you to view the VPN (IPsec) logs. 100 logs can be displayed on 1 page and 400
can be recorded in total.

1. Click [Log] on the setup page. Mo Logs

2. Click [Display] VPN (IPsec) Connection Log. W|Timestamp |L“ngmg\‘3 |Remnte[PvﬁAddmss

Reload | Delete | Savel Backl
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3.4.3 Support
The support function allows you to get product and support information from the Internet.

Product Informatien

. . . ity ic.cojp/peciproducts/eninetwke am/
2. Click the URL for product information or L S

support Informaton.

¢ The WebSIte 1S d|Sp|ayed. hitp:fpanasonic.cojp/pec/products/en/netwhcam/

1. Click [Support] on the menu page.

Example of support information website

i Network Cameras | Products Information | Panasonic Communications Co., Ltd. - Microsoft Internet Explorer P ] 4
Fle Edt Yew Favortes Tools Help ‘

vk - S - (8 A | @search [iravorkes @imeda (4 | By Sh
address [€] o =] Pe

Panasonie > Search Keyword Search © Matsushita Electric TOP
ideas for life i

CSupport G Site Map

Corporate Profile | Products Information | News | Environmental Activities

Panasonic Communications Co., Ltd.

TOP > Praducts Infarmation > Network Cameras ©UnPANESE

AL e O

— ‘“"‘&\—/—_/

3.44 Help

The help function explains each heading on the setup page.

1. Click [Help] on the setup page.

2. Select the heading you want to research. » Setup

s |Pv6 Setup
« Camera Portal

Note
You can also view help by clicking on each heading on that setup page.
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4 Other Information

4.1 Factory Default

There is a FACTORY DEFAULT RESET button on the rear of this product. Push this button to initialize
the settings.

41.1 Factory Default

If you have forgotten your password or want to return the settings to factory default (see page 131),
push the FACTORY DEFAULT RESET button for 1 second.

Notes

¢ Pushing the FACTORY DEFAULT RESET button will delete the current settings and return them to
the default settings.

* When using the DHCP server function (see page 74), restart all LAN (Home) side PCs connected
to this product.

¢ Initializing using the FACTORY DEFAULT RESET button and Factory Default on the menu page
perform the same operation.

e Applications cannot be initialized. When initializing this product, all applications are disabled.
Execute the application function on the setup page.

4.1.2 Restart

When the power indicator is blinking red (see Installation/Troubleshooting on page 30), restart this
product. Removing the AC plug from the outlet and re-inserting it, allows you to restart this product
without any effect on the settings.

18410
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Notes

¢ When using the DHCP server function (see page 74), restart all LAN (Home) side PCs connected
to this product.

* When this product is restarted, applications will remain in the current status (executed or disabled).
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4.2 UPnP™ Setup on your PC

This product allows you to use applications and devices that support UPnP™. The UPnP™ function
can be used from either a wire-connected PC or wirelessly connected PC.

UPnP™

Conforming to UPnP™ Forum IGD (Internet Gateway Device), UPnP™ is compatible with the NAT
traversal function®. Therefore, Windows/MSN Messenger can be used simultaneously on several PCs
connected to the LAN side of this product.

*  NAT traversal function
This is a series of functions that, after a network recognition application detects that it is working
under the NAT device, distinguishes external IP addresses and sets port mapping which forwards
packets from the outside port to the inside port.

UPnP™ Compatible OSs

OSs that are compatible with the UPnP™ function, are as follows:
e Windows XP
¢  Windows Me
Note

Windows 2000 and Windows 98SE can use this product's UPnP™ function by using MSN
Messenger, however it is not officially compatible with the UPnP™ and therefore cannot be
guaranteed.

UPnP™ Compatible Applications

Applications that are compatible with the UPnP™ function are as follows:
¢ MSN Messenger 6.1, Windows Messenger 4.7 (Windows XP)
Windows Messenger is included with Windows XP as standard, and MSN Messenger can be

downloaded from Microsoft®s website. MSN Messenger has functions such as Instant
Message, Voice Chat, Webcam, Sending Files and Pictures, Remote Assistant, Application
Sharing, Whiteboard and Telephone.

* MSN Messenger 6.1 (other than Windows XP)

Can be used on Windows 2000 or Windows 98SE/Me. MSN Messenger has functions such as
Instant Message, Voice Chat, Sending Files and Pictures, and Telephone.

Notes

* ltis necessary to have DirectX® 8.1 or later installed on the PC using Windows/MSN
Messenger.

* When using the Telephone function, it is necessary to update Windows Messenger's audio
related firmware from Microsoft's website.

Number of PCs that can Use the UPnP™ Function

The number of PCs that can use the UPnP™ function depends on the application in use.
Note
The maximum number of port mappings that can be set in UPnP™ setup is 128.
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PC Preparation
Using Windows XP

Windows Messenger:
Select Windows Messenger Version Information from the Windows Messenger help menu.

MSN Messenger:
Download MSN Messenger (Windows XP version) from Microsoft's website and install it.
Update your version of MSN Messenger to 6.1.
UPnP™ Setup
1. Select My Network Places from My Computer [ mls@e,p
in the Start menu. Then select View network g | ] Coreriessedtieng
. - > /™% Diakup Preferences...
connections.
Address | € Network Connections Hetwork Identification. .
= Bridge Cannections
2. Select Optional Networking Components in the el et (&) e

AdVanCed menu. [8] Create a new connection

% Set up a home or small Local Area
I office network I Connection

3- SeleCt Networklng SerV|CeS and C“Ck [Detalls]- Windows Optional Networking Components Wizard

Windows Components
ou can add of remove comporents of Windows 4P

To add or remove a component. click the checkbos. A shaded box means that only
pait of the component will be installed. To see what's included in 2 component, click
Details.

Components:

lanagement and Monitoring Tooks

T g Uther Network Flle and Prrk Services TIHE

Desoription: Contains & variety of specialized. network elated services and protacols
Total disk space required: DOME
Space available on ditk, 1789.2MB =

4. Check that UPnP User Interface on the
Networking Services page is checked.

e If it is not checked, check it and click [OK].

Networking Services &‘

T add or remove a component, click the check bk, A shaded box means that onlp part
of the component will be installed. To see what's included in a component, click Details.

Subgompanents of Netwarking Services:

¢ \When the Windows XP CD-ROM is ] [ Intemet Gateway Device Discovery and Control Cliert 0.0ME
. . . . [ B Peer-toPesr 0.0MB
required, follow the instructions displayed. o mp Listener 0.0ME

=) Simple TCPAP Service: 0.0ME

Description:  Displays icons in My Network Places for UPrP devices detected on the
hetwork. Also, opens the required Windows Firewall ports.

18410

Total disk space required: 0.0Me
Space available on disk: 1788.7 MB
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Using Windows 2000, Windows Me or Windows 98SE

Check the Version of MSN Messenger
Select [MSN Messenger version information] in the MSN Messenger help menu. Update your
version to 6.1.

Check the Version of DirectX

1. Select Run in the Start menu. - P

2. Enter "dxdiag" in the name field and click [OK]. _ Type the name of a program, Folder, document, or

3 Internet resource, and Windows will open it For you,

d OF D[ Cancel ][ Browse, .,

3. Update your version of DirectX if it is older than
8.1. s

* Follow the instructions on the page. it s e e e, i, oo e ik

< | Display | Sound | Music | Inpur | Netwerk | More Help.

Copyriht ©

T | AT |

UPnP™ Setup (Windows Me only)
Note
Windows 2000 and Windows 98SE do not have this setting.

1. Select Control Panel from Settings in the Start
menu.

2. Double click Add/Remove Program, and then
click the Windows Setup tab.
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3. Select Communications in Components and
click [Details].

Others

Check that Universal Plug and Play on the
Components page is checked.

If it is not checked, check it and click [OK].
When the Windows Me CD-ROM is
required, follow the instructions on the
page.

Operating Environment
When using Windows/MSN Messenger with UPnP™! restrictions are put on operating environment by
the other party.

Note

x

Toinstall a component, select the check box nest to the
component name, or clear the check box if you do not want to
inztall it. & shaded box means that only part of the companent will
be inzstalled. To zee what's included in a component, click Details.

LComponents:

[ 7@ Nethesting
] &% Phore Digler
=N

0O0ME |

0.4 MB

al Flug and Play

[T 28] Virtual Private Metworking 0.0MB
Space uged by installed components: 191 ME
Space required: 0.0ME
Space available on disk: 27378 MB

Description

Univerzal Flug and Play enables seamless connectivity and
communication between Windows and inteligent appliances.

Detailz.. |
al'8 I

Cancel |

In environments where, for example, the other party is using a router that is not compatible with
UPNnP™, or where the private address is connected via an assigned ISP, sometimes data cannot be
sent/received when using the Windows/MSN Messenger function.

The layout of the PC screen when connecting this product
Take the following steps when using Windows XP.

1.

Connect a PC where UPnP™ js set to ON, to
this product.

This product's icon is displayed on the PC's

My Network Places and Task Tray.

The icon is not displayed in Windows 2000
and Windows 98SE.

The Task Tray icon is displayed once, and
not displayed when connecting for the
second time.

Double click the My Network Places icon, and
find the icon for this product.

If necessary, create a shortcut to this
product on your desktop.

ot i o |

BE-HW 7004

[For assistance, please call: 1-800-272-7033]
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3. Double click the icon in My Network Places.
e The Enter Network Password window is

displayed. By entering the user name and

password, this product's setup page is

displayed.

Function Name

Windows XP

Windows Me

Windows
Messenger 4.7

MSN Messenger 6.1

MSN Messenger 6.1

Instant Message Can be used Can be used Can be used
irrespective of irrespective of irrespective of
settings settings settings

Voice Chat Can be used Can be used Can be used

Video Chat Can be used Can be used Function not possible

Sending Files and Cannot be used*’ Can be used Cannot be used*’

Pictures

Whiteboard Can be used Can be used Function not possible

Application Sharing Can be used Can be used Function not possible

Remote Assistant Can be used Can be used Function not possible

Telephone

Function not possible

Can be used*?

Can be used*?

*1 Due to the connection environment, sometimes data can only be received, and not sent.

*2 There may be cases where data that has been passed previously cannot be received, or
phonecalls cannot be made due to the server's status.

Note

For help regarding the functions of Windows/MSN Messenger, see Windows/MSN Messenger help.

114




Operating Instructions

4.3 IPv6 Setup on your PC
4.3.1 Setting an IPv6 Address Using Windows XP

1. Select [Start] — [All Programs] —
[Accessories] — [Command Prompt] and
click.

* The command prompt is started.

2. Enter "ipv6 install", and press [Enter].
e |If Succeeded is displayed, it was installed
successfully.

Note
When Windows XP Service Pack 1 is not installed, Succeeded will not be displayed. Install
Service Pack 1.

3. Enter "ipconfig" on the command prompt
window, and press [Enter].
e Ifan IPv6 address is displayed, it has been
assigned to this PC.

Note
If using Windows XP Service Pack 2, you may not be able to set an IPv6 address. Follow the steps
below to check if the PC you are using has Windows XP Service Pack 2 installed.

1. Select [Start] — [Control Panel] and click.

2. Double-click the Performance and
Maintenance icon.

Pick a category

| e

-«

uoljeuriojuyf
19410

3. Double-click the System icon. or pick a Control Pand (il

% Administrative Tools .—“1 Power Options
2 h

-
7 2\

‘ Scheduled Tasks A System

[For assistance, please call: 1-800-272-7033] 115
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4. _Cllck th_e General tab, and check if the System System Properties 2x]
is Service Pack 2.
| System Restore | Automatic Updates | Remote |
General [ Computer Mame | Hardware |  Advanced |
System;

Micrasoft Windows XP

| Frofessional
l. Yersion 2002
l'U Service Pack 2
a Registered ta:
o
Panasonic

Panasaonic
55274-337-8807642-22344

Computer:
Intel Pentium Il processor
548 MHz, 384 MB of RAM

Lpply

If using Windows XP Service Pack 2, take the following setup steps.
1. Select [Start] — [Control Panel] and click.

2. Click the Security Center icon.

[ Foders T3]

Pick a category
" Appear
B

*
@) teo s sgport W Network and Internet

¥
R

() Sounds, Speech, and Audio|
2(2) Sound, spcech, and Audo

3. Click the Windows Firewall icon. o R

Manage security settings for:

? Internet Options 0 Automatic Updates
ﬁ Windaws Firewall
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4. Click the Advanced tab and click [Settings...] S —— &
for ICMP. General | Exceptions (_Advanced | )

Metwork Connection Settings

“windows Firewall is enabled for the connections selected below. To add
exceptions far an individual connection, select it, and then click Settings:

Settings...

Seouily Logging

You can create a log file for troubleshoating purposes. Setlings...

ICMP

“With Intemet Control Message Protocal [|CMF), the Sallings
computers on a network. can share ermorn and status =
informatian,

Default Seltings

Ta restare &l Windows Firewall settings to & default state, Restore Defaults
click Restore Defaults. =

5. Check Allow incoming router request on the
ICMP Settings window, and click [OK].

X

Settings

Internet Control Meszage Protocol [ICMP) allows the computers on
a network, ta share ermor and status information. Select the requests
for information from the Internet that this computer will rezpond to:

[ Allaws incoming echa request Ll
[ Allaws incoming timestamp request
| [ Allows incoming mask request
g router reg )
[T &llow outgoing destination unreachable
[ Allaws outgaing source quench
[ Allaws outgaing parameter problem
O Allow outgoing time exceeded
[ Allow redirect
[ Allaws outgaing packet too big

£

[rezcription

Thiz computer will respond to requests for information about the
routes it recognizes.

( [ Ok D[ Cancel

18410
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4.3.2 Re-obtaining an IPv6 Global Address

1. Select [Start] — [All Programs] —
[Accessories] — [Command Prompt] and
click.

* The command prompt is started.
2. Enter "netsh" and press [Enter].

3. On the netsh command line, enter "interface
ipv6", and press [Enter].

4. Enter "renew", and re-obtain an IPv6 global
address.

5. Enter "exit", press [Enter], and end the netsh
command.

4.3.3 Setting a Static IPv6 Global Address.

1. Perform steps 1, 2, and 3 in Re-obtaining an
IPv6 global address above.

2. Enter "show interface", and press [Enter].

¢ Take a note of the Idx number of the Local
Area Connection.

3. Next, enter "set address interface=" the IPv6 % Command PromatZaiah
global address type=unicast", and press
[Enter].

e After "interface=", enter the Idx number
noted in step 2.

4. Enter "exit", press [Enter], and end the netsh
command.
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4.4 PPTP Setup when Using VPN: Windows XP

This function sets up a VPN (PPTP) connection on your PC. Take the following steps when using
Windows XP.

1. Click Network and Internet Connections from  prm——
Control Panel on the Start menu. - © ] P

#bes< | ontolponel

Pick a category

&
= —

@) Help nd Sppert Pk
E addor
(2 ‘sounds, peech, nd Auo Devices Accessibity Options

P
@ pertormance and Maintenance ‘\7 Security Center

2. Click Network Connections.
Qe - © - (3 Psowr [ rois | [

scsiess | Notwark snd ntart

¢ Network Setup Wizard

. Wireless Network Setup Wizard

3. Click Create a new connection.

19410

4- C“Ck [NeXt] New Connection Wizard

Welcome to the New Connection
Wizard

)
S
3
Q
=
°)
S

This wizard helps you

*+ Connect to the Intemet.

+ Conneet to a private network, such as your workplace
retworl

* Setup a home or small office network.

Tocontinue, click Next

an )

[For assistance, please call: 1-800-272-7033] 119
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5. Check Connect to the network at my workplace
and click [Next].

6. Check Virtual Private Network connection and
click [Next].

7. Enter the optional network name and click
[Next].

8. Enter this product's WAN IP address and click
[Next].

120

Wizard

Network Connection Type
‘what do pou want to do?

() Connect to the Internet
Connect to the Intemet ¢o you can browise the YWeb and read email

(3)iConnect to the network at my
Connect to & business network (using diskup o ¥PM] so yau can werk hom hame,

a field office. or anather location

O Set up a hame or small office network
Connect ta an sxisting home or sml offics netwark of sat up a new one.

() Set up an advanced connection

Connect directly to ancther computer using your serial. parallel. or infiared port. or
et up this computer 50 that other compulers can connect to i

<Back ([ New> ) [ Cancel

Network Connection
How do you want to connect to the netwark. at your workplace?

Create the following connection

C Dial-up connection

Connect using & modem and a regular phone fine or an Integrated Services Digital
Network [18DM) phone line

@Ninual Private Network conneclior;
annect lo the network using 3 vitual piivate network [VPN] connection aver the
Internet.

<Back (| MHewi> ) [ Cancel

New Connection Wizand

Connection Name
Specily a name for this connection to your workplace.

Type & name for this connection in the following box

Company Name

For example, you could type the name of your workplace o the name of a server you
wil connect o

<Back  J(_ New> ) [ Cancel

ew Connection Wizard

VPN Server Selection
What is the name or addiess of the VPN server?

Type the host name o Internet Protocol IF) address of the computer to which you are
connedting

Host name of P address (for evample, micraseft.cam or 157.54.0.1 ) 3

<Back [ Hewt> |) [ Cancel
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9. Click [Finish]. e

Completing the New Connection
Wizard

“You have successiull completed the steps nesded o
create the fallowing connection

test
* Share with all users of this computer

The connection will be saved in the Netwark,
Caninections folder.

[] &dd 5 shorteut to this connection to my desktop

Ta create the connection and cloze this wizard, click Firish,

<Back [ Fish ) [ Cancel

10. Click [Properties].

Username: | |

Passward | |

[[] Save this user name and passward for the following users:

Me only
Aryone who uses this computer

[ comeet | [ cancel |([Fropeties | Heb |

11. Click the Networking tab, select PPTP VPN
from the VPN dropdown list, and click [OK]. el Optens | secuy (et e

Type of VPN

* Set the Security settings and Options (LaTP secyn g
settings to match the authentication and T
encryption methods (see page 86) set on Tris commeston ees e Flving s

M5 Intemet Frotoeal (TCRAR)
1, 005 Packet Scheduler
1,3} File and Printer Sharing for Microsoft Networks

this product.

[ tnstal ] [ Uninstel | [ Propeties |
Deserplian

Allows pour computer to acoess resources on a Misrasoft

hetior

( 0K ) Cancel

12. Enter the registered User Name and Password - p— 7R

and click [Connect].

18410
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Username: |
Password |

[[] Save this user nams and password for the fallowing users:

He orly
Anyone who uses this computer

(Tomnect [ cancel | [ Propetties | [ Help

[For assistance, please call: 1-800-272-7033] 121
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4.5 Web Browser Setup when Using a Proxy Server

The ISP may connect you to the Internet via a proxy server.
When connected via a proxy server, the setup page cannot be accessed. Take the following steps to
modify the web browser settings.

The following steps are for when using Internet Explorer 6.0.

1 - Startthe web browser. X about:blank - Microsoft Internet Explorer

. . Fil Edit i F it Hel
2. Select Internet Options in the Tools menu. el R | e L
Mail and Mews L
S - \ﬂ Pop-up Blocker r -
Manage Add-ons... '
Address ﬁj about:blank. Synchranize. . L

windows Update

“windows Messenger

Inkernet Options. ..

3. Click the Connections tab. [———— 2R

General | Security | Privacy Cantent[ CﬂmEDUDV\S]Proglams Advanced

4. Click [LAN Settings]. T —

Setup.

Dialup and Yirtual Frivate Network settings

Choose Settings IF you need ko configure & proxy
server for a connection

Local drza Netwark [LAN) settings

LAN Settings do not apply to diakup connectians., ‘ LAN Setings..|)

Choose Settings shove For diskup settings.

5. Seethe Use a proxy server for your LAN check
box in the Local Area Network (LAN) Settings

Local Area Network (LAN) Settings

Automatic configuration

dialog bOX_ #Automatic configuration may override manual settings. To ensure the
X . use of manual settings, disable automatic configuration,
¢ If the check box is checked, uncheck it and e caly et et
CliCk [OK] X [[Juse automatic configuration script
» If the check box is unchecked, click |
[Cancel] and complete settings. Frosy server

Use a proxy server For vour LAMN (These settings will nat apply to
| dial-up or YPM connections).

Confirm that this box
is not checked.
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4.6 Checking the PC's IP Address and MAC Address

When this product's setup page cannot be accessed by a PC, or when data cannot not be sent/
received to/from other PCs on the network, there could be a problem with the PC's IP address settings.
Take the following steps to check the IP address settings.

4.6.1
1.

Using Windows XP/2000

From the Start menu, select All programs,

Accessories and Command Prompt.

e When using Windows 2000, from the Start
menu, select Programs, Accessories and
Command Prompt.

Enter "ipconifg/all" after the command prompt

and push the [Enter] key.

* '"ipconfig/renew" refreshes all of the LAN
cards' DHCP composition parameters. -

* '"ipconfig/release" releases all of the LAN ; ompatable Tast Eeternet Adspte
cards' DHCP composition parameters.

Note
The ipconfig command explanations are displayed by entering "ipconifg/?" after the command
prompt.

18410
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4.6.2

Using Windows Me/98SE

The following steps are for Windows 98SE.

1. From the Start menu select Run.

2. Enter "winipcfg" in the name field and click
[OK].

3. Select the LAN card (Ethernet adapter) with
the IP address you want to check.

4. Click [More Info].

124

See the IP Address field and check the set
IP address.

See the Adapter Address field and check
the LAN card (Ethernet adaptor) MAC
address.

Run

resource, and windows will open it for you.

@ Type the name of & program, folder, document, o Internet

Open |winipcfd

o]

=

Caheel | Browse: |

m IP Configuration

- [E) =

— Ethernet Adapter Information

IECom 3C90x Ethernet Adapter j

IP Addiess 13216802
Subnet Mask 255.255.255.0
Default Gateway 132.168.0.254

Ok, | Release | Renew

Release Al | Renew Al |

& 1P Configuration

- O]

— Host Information

Host Mame |

DHS Servers 192.168.0.254 J
Mode Type Hybrid

stk

NetBI0S Scope Id |
IP Rauting Enabled |—
WelBI0S Resalution Uses DNS |

WIMS Proxy Enabled |—

— Ethemet &dapter Infoimation

Adapter Address

|3Enm 3CA0x Etheret Adapter j

sheke_skok_sksk_skok_kok_Aok

IP Address | 192.168.0.2
Subnet Mask | 2565, 255,255.0
Default Gateway| 1592.168.0. 254

DHCP Server 192.168.0.254
Frimary WINS Server

Secondary WINS Server

Lease Obtained |

11 30 04 3:58:23 PM

Leasze Expires |

11 30 04 6:58:23 P

Releaze | Rene

1 | FlelegseAIIl FleneﬂAIIl ‘
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Note

When Obtain an IP address automatically is set and a value such as 169.254. XXX.X is
displayed, it is possible that the IP address was not obtained correctly. In that case, take the
following steps to refresh the IP address.

Click [Release].
* The automatically obtained IP address is released.

Click [Rewrite].
* A new IP address is assigned.

Click [OK].

18410
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4.7 Stabilizing the PC's IP Address

It is necessary to set a unique IP address for each of the PCs on this product's TCP/IP network.
This product can automatically assign an IP address to each of the PCs on the LAN (Home) side using
the DHCP server function (factory default setting). In this case, for this product to assign and re-assign
IP addresses to each PC, the PCs' IP addresses cannot be fixed.

This product's IP address assignment network (factory default setting)

Private address Private address

assignment / i \aisignment

Private address
assignment

At the same time, it is possible to disable this product's DHCP server function, and fix each LAN side
PC's private address. In this case, it is necessary to set a unique IP address to each PC in advance.

Network with stable IP addresses (Options)

This function allows you to fix a private address on the network without using the DHCP server
function. It is necessary to fix a unique private address on each PC. After setting the unique private
addresses, you can set this product. See page 74, and disable the DHCP server function on the
options page. Follow the steps on page 123 - 124 to setup each PC.

Private address
192.168.0.254

Private address Private address Private address
192.168.0.2 192.168.0.3 192.168.0.4
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4.7.1 Using Windows XP/2000

1. From the Start menu, select My Computer, My
Network, and then Display Network
Connection.

* Right-click the My Network Places icon and
select Properties when using Windows

2000.

2. Right-click the icon Local Area Connection... ]
connected to this product, and select el Local Area Connection
[Properties].

'_"H| i
==

3. Select Internet Protocol (TCP/IP) and click
[Properties].

-k~ Local Area Connection Properties

General | Authentication || Advanced |

Connect using:

| E@ Com 10/100 Mini PCl Bthemet Adapter |

This connection uses the following items:

gclient for Microsoft Networks
Q File and Printer Sharing for Microsoft Networks

Intemet Protocol (TCP/IP)

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[[] Show icon in netification area when connected

(%) Usze the fallowing IP address:

4' SeIeCt Use the fO”OWIr]g IP address' 'Internet Protocol (TCP/IP) Properties —
G | :
5. Enterthe IP address (e.g. "192.168.0.50") and o - _ 3
subnet mask for each PC, and enter i capabis, g yos o sk s P b o 5 O
"192.168.0.254" (this product's factory default the sppreprts P selings 3 S
IP address) into the Default gateway field. © biain an I adkdress automatically .ﬂ_).. ;D
e The subnet mask is usually entered as oy 6
. ' |F address: . .
"255.255.255.0". To access this product's SR =S
ubnet mask: . .
setup page, enter the same subnet mask e

as this product.

(%) Use the following DNS server addiesses

Preferred DNS server: l:l
Alemnate DNS server l:l

[For assistance, please call: 1-800-272-7033] 127
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6. Click Use the following DNS server address.

Internet Protocol (TCP/IP) Properties

. G |
7. Enter the DNS server address into the data
entry f|e|d and C“Ck [OK] “f'ou can get IP seltings assigned automatically if your networks supports

this capability. Otherwise, you need to ask your netwark. administrator for
the appropriate [P settings.

8. Click [OK],

() Obtain an IP address automatically
(3 Use the following IP address:

9. Close the Network Connection window and iesiess 152.156. 0 . 8
reStart the PC Subnet mask. 205 .255.2685. 0
. . Default gat, 192 168 . 0 . 254
* Close the Network and Dialup Connections Ll
window and restart the PC when using
W|ndOWS 2000 (@ Use the fallowing DNS server addresses')
Preferred DNS server: 192 .168. 0 . 254

Altenate DNS server
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4.7.2
1.

2.

Using Windows Me/98SE

From the Start menu, select Settings and click
Control Panel.

Double click the Network icon.

e If you cannot find the Network icon on
Windows Me, click Display all Control Panel
Options.

Select the TCP/IP related to the LAN card

connected to this product in the Network dialog

box, and click [Properties].

* The TCP/IP Properties dialog box is
displayed.

Click the IP Address tab in the TCP/IP
Properties dialog box.

Select Specify IP Address.

Enter the IP address (e.g. "192.168.0.50") and

subnet mask for each PC.

e The subnet mask is usually entered as
"255.255.255.0". To access this product's
setup page, enter the same subnet mask
as this product.

Configuration | |dentification | Access Contral |

The following netwark components are installed:

Client for Microzoft Metworks

I acronix M98715 Family Fast Ethernet dapter [ACF)
NetBEUI

F Personal web Server

Add | Remave | Properties |
Primary Metwork Logan:
ICI\ent for Microsaft Metworks j
File and Print Sharing...

Description
TCPAP is the protocol pou use to connect to the Internet and
wide-area networks.

Cancel |

2l

TCP/IP Properlies

Bindings | Advanced | MetBIDS
DMS Configuration I Gateway I wiNS Configuration( IP Address

An P address can be automatically assigned to this computer.
If wour netwark. does not automatically assign IP addresses, ask
your network, administrator for an address, and then tppe it in
the space below.

" Obtain an IP address automatically

& Specify an IP addiess:

|P Addiess: 192.168. 0 . 50

™| Detect cormection tonetwork media

2=

Cancel

18410
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Click the Gateway tab.

Enter "192.168.0.254" (this product's factory
default IP address) into the New Gateway
address field, and click [Add].

Check that 192.168.0.254 is entered into the
address field of Installed Gateway.

*  When modifying this product's IP address,

also modify the Installed Gateway address.

10. Click the DNS Configuration tab.

11. Select Enable DNS.

12. Enter the DNS server address into the DNS

Server Search Order address field, and click
[Add].

13. Enter the optional host name and click [OK].

14. Click [OK].

* The Modify System Setup dialog box is
displayed.

15. Click [Yes] and restart the PC.

130

TCP/IP Properties ed

Bindings MeBlOs |

Advanced I
DS Configuration l WINS Configuration I IP &ddress

The first gateway in the Installed Gateway list will be the default.
The address order in the list will be the order in which these
machines are used.

Mew gateway:
192.166. 0 .

Installed g. iy

192.168.0.254

Hemoyve |

()8 | Cancel |

TCP/IP Froperties

Advawced | NeBIOS |

Bindings |
DNS Configuration | G ateway I WINS Configuration I IP Address

" Disable DNS
—{* Enable DNS

DMNS Server Search Order

192.168. 0 .254 | ( Add I)
Eemave |

21x|

=

omain Suffix Search Order —————————————————————
I Add |
Femove |

Cancel |

System Settings Change x|
@ *'ou must restart your computer befare the new settings will take effect

Do pou want to restart your computer now?
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4.8 Factory Default Settings List

ISP Registration

ISP Registration List No. 1 DHCP Connection
No. 2 Unregistered
No. 3 Unregistered
No. 4 Unregistered

IPv6 ISP Registration

IPv6 ISP Registration No. 1 Unregistered
List No. 2 Unregistered
No. 3 Unregistered
No. 4 Unregistered

Connection Mode

Internet Connection DHCP/Static

Mode

ISP Selection DHCP
Camera

Automatic Setup
Automatic Setup Enable

Available Address 192.168.0.151 - 192.168.0.166
Range

Camera Port Specify Range
Number Setup

Available Port 60001 - 60016
Range

IPv6 Port 80

Screen Assignment

Camera portal page | Camera Name and Still Image (refreshing)
display

18410
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Basic

Wireless Network 802.11b/g

SSID (Displayed on the rear of this product)
Stealth SSID Enable (connection through the ANY key can be denied)
Channel 7
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Encryption

Encryption Settings

WEP (WEP key is displayed on the rear of this product)

MAC Address Filtering Disable
Viewnetcam.com
Viewnetcam.com Disable
Address Translation
Basic
DHCP/Static Enable
PPPoE Enable
Port Forwarding
DMZ function Unset
Security
Security
Easy Security * Access by private IP addresses are rejected in both directions.
Settings (Log Output)

Access Control
Setup pages
Camera Portal

Stealth Mode

Intrusion Detection

* Access by NetBIOS/File sharing/Printer sharing/PC remote
access are rejected in both directions. (Log Output)

¢ Restricted Access (Log Output)
* None (Log Output)

¢ Stealth Mode can hide this product from WAN (Internet). (Regard
Ident packet as an exception.) (Log Output)

» Stateful packet inspection (Dynamic packet filtering) is enabled.
(Log Output)

Packet Filtering

Current Status

Unset

IPv6 Security

Security

IPv6 Easy Security
Settings

* Access by Direct Hosting of SMB is rejected in both directions.
(Log Output)

* Access by port used by RPC is rejected in both directions. (Log
Output)

e Communication using global addresses other than the allocated
global address is forbidden. (Log Output)
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IPv6 Stealth Mode

IPv6 Intrusion
Detection

* |Pv6 Stateful packet inspection(Dynamic packet filtering) is

enabled. (Log Output)

Stealth Mode can hide this product from WAN(Internet) side IPv6
network. (Regard Ident packet as an exception). (Log Output)

IPv6 Packet Filtering

Current Status

Unset

Options

LAN IP Address Setting
LAN IP Address

192.168.0.254

18410
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Subnet Mask 255.255.255.0
Port No. of Setup 8080
pages
Port No. of Camera 80
Portal
DHCP Server
DHCP Server Enable
Available Address 192.168.0.1 - 192.168.0.32
Range
Static DHCP Unset
PPPoE
PPPoOE Setting Always
DNS Relay Enable
MTU Size 1500 bytes (DHCP/Static)
1492 bytes (PPPoE)
Routing
LAN Disable
WAN Disable
Static Routing Unset
UPnP
IGD Enable
CP Enable
Automatic deletion of
UPnP port mapping (IGD)
Timer Indefinite

[For assistance, please call: 1-800-272-7033]
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Time Setup for Request a Specified Time or Indefinite
UPnP Port Open
Request (CP)
IPv6 Options
IPv6 Address (LAN) fe80::254
RA (Router Enable

Advertisement)

Link MTU size 1500 bytes

IPv6 Dynamic Routing

WAN Disable
LAN Disable
IPv6 Static Routing Unset
VPN (PPTP)
Basic
PPTP Server Disable
Settings
Available Address 192.168.0.100 - 192.168.0.103
Range
User Registration Unset
Options
Authentication MS-CHAP or MS-CHAPV2 are used
Encryption MPPE 40 bit or MPPE 128 bit are permitted
VPN (IPsec)
IPsec Disable
Security Policy Unset

Database Registration

Applications
Application list Camera Status Notification application
Cell Phone Camera Portal application
Password
Setup Pages Set when accessing this product for the first time.
Camera Portal Unset
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4.9 Specifications

Main Unit
Heading Specifications
Power Supply Special AC Adaptor: INPUT: AC 120V, 60 Hz

(Part Number: PQLV202Y)

OUTPUT: DC 12V, 750 mA

Power Consumption

Maximum: About 6 W

Dimensions (Width x
Height x Depth)

About 204 mm (8.0 inches) x About 36 mm (1.4 inches) x About 140

mm (5.5 inches)
(when the antenna is stored)

Weight

330 g (0.7 Ib)

Environmental
Requirements

Temperature (°C):
Humidity (%):

0-40(32-104 °F)
20 - 85 (non-condensing)

WAN Interface

Number of Ports:
Connector Shape:
Physical Interface:

Throughput between WAN
and LAN using IPv4 (value
measured at Panasonic):

Throughput between WAN
and LAN using IPv6 (value
measured at Panasonic):

1
8 pin modular jack (RJ-45)
IEEE 802.3 (10Base-T)
IEEE 802.3u (100Base-TX)

Maximum of 98Mbps (IPv4/SmartBits)
Maximum of 85Mbps (FTP [Static])
Maximum of 71Mbps (FTP [PPPoE])
Maximum of 16Mbps (FTP [PPTP])

Maximum of 77Mbps (IPv6/SmartBits)
Maximum of 71Mbps (FTP [Static])
Maximum of 40Mbps (FTP [IPsec, No
Encryption])

LAN Interface

Number of Ports:
Connector Shape:
Physical Interface:

4
8 pin modular jack (RJ-45)
IEEE 802.3 (10Base-T)
IEEE 802.3u (100Base-TX)

Wireless Interface

Wireless Chip:

made by Atheros Communications
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Heading

Specifications

Wireless Interface

IEEE 802.11b
Transmission Method:

Transmission Speed
([Standard value]Mbps):

Frequency Range (MHz):

Number of Channels:

Security:

IEEE 802.11g
Transmission Method:

Transmission Speed
([Standard value]Mbps):

Frequency Range (MHz):

Number of Channels:

Security:

DS-SS, half-duplex

11/5.5/2/1™ (complying to IEEE
802.11b): automatic fallback

2412 - 2462 (center frequency)
11

WPA-PSK (TKIP), WPA2-PSK (AES),
WEP (64 bit/128 bit/152 bit), SSID,
stealth SSID (hidden SSID, permitting/
not permitting connection using the
ANY key), MAC address filtering

OFDM (complying to IEEE 802.11g),
DS-SS (compatible with IEEE
802.11b), half-duplex

54/48/36/24/18/12/9/6™ (complying to
IEEE 802.11g): automatic fallback

2412 - 2462 (center frequency)
11

WPA-PSK (TKIP), WPA2-PSK (AES),
WEP (64 bit/128 bit/152 bit), SSID,
stealth SSID (hidden SSID, permitting/
not permitting connection using the
ANY key), MAC address filtering

The figures shown are theoretical maximums and not the actual
figures when using the product.

User Interface

FACTORY DEFAULT RESET

button:

Status Indicators
POWER:
WAN:

PPP:
LAN1-LAN4:
WIRELESS:

Returns the product to factory default
settings.

Displays the power/main unit status
Displays the WAN link status
Displays the PPP link status
Displays the Ethernet link status
Displays the wireless link status
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Software
Heading Specifications
Router Function WAN Side Connection Mode:  IPv4: PPPoE/DHCP/Static
IPv6: Tunneling/6to4/Static v6

PPPoE Connection: Always/Manual
RIP: Yes (RIPv2)
RIPng: Yes
DHCP Server: Yes (128 client setup is possible)
DNS Relay (DNS proxy Yes
answering):
IP Packet Filtering: Yes (64 setup)
Address Translation Method:  IP masquerade, port forwarding

Access Control ID/Password

Web Browser Setup Yes

Firmware Update Yes

VPN PPTP Server (IPv4)
IPsec (IPv6)
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M
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Packet Filtering

Password
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Ping 101

Port Forwarding
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PPTP 85,119
Proxy Server 122

58

66, 71

22,76, 99

R

RA 82

Restart 98, 109
Routing 78, 83
S

Save Settings 97
Security 63, 69
Setup 13
Specifications 135
SSID 47,49

Stateful packet inspection
Static Connection
Static DHCP 75

Static v6 Connection

26

95

Status 102
Straight cable 8
Support 108

T

Top Page 11
Tunneling Connection
U

Update Firmware
UPnP™ 79,110
\')

Viewnetcam.com
VPN 85,87,100

w
WAN Jack
Wireless

9
47

55

34
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For product service
® Panasonic Servicenters are listed in the servicenter directory.
® Call 1-800-272-7033 for the location of an authorized servicenter.

® This product is designed for use in the United States of America. Sale or use of this product
in other countries/areas may violate local laws.

When you ship the product

® Carefully pack your unit, preferably in the original carton.
® Attach a letter, detailing the problem, to the outside of the carton.

Symptom

® Send the unit to an authorized servicenter, prepaid and adequately insured.
® Do not send your unit to the Panasonic Consumer Electronics Company listed below or to executive
or regional sales offices. These locations do not repair consumer products.

- J

The information in this document is subject to change without notice.

Panasonic Consumer Electronics Company,
Division of Panasonic Corporation of North America

One Panasonic Way,
Secaucus, New Jersey 07094

Panasonic Puerto Rico, Inc.
San Gabriel Industrial Park, Ave. 65 de Infanteria, Km. 9.5,
Carolina, Puerto Rico 00985

Copyright:

This material is copyrighted by Panasonic Communications Co., Ltd., and may be reproduced for
internal use only. All other reproduction, in whole or in part, is prohibited without the written
consent of Panasonic Communications Co., Ltd.

© 2004 Panasonic Communications Co., Ltd. All Rights Reserved.

Printed in Japan PSQX3566YA KK1104GJ1025
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